PCI Compliance Reporting Solution Brief
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Automating Regulatory Compliance and IT Best Practices Reporting

Automating Compliance Reporting for PCI Data

Security Standard version 1.1




The PCI Data Security Standard version 1.1 was released in September 2006 by the PCI Security
Standards Council and consists of 12 requirements spread among 6 major control objectives for
Merchants and Service Providers.

Ecora Auditor Professional is the only automated solution providing pre-installed, audit-ready report
templates that validate 10 of the 12 PCI DSS requirements.

Control Objective:
Build and Maintain a Secure Network
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passwords and other security parameters, Ecora Auditor Professional

captures the information and generates the reports to validate: Ecora’s Domain Admins Group Report fulfills PCI DSS 1.1.4, “Verify that firewall configuration standards

include a description of groups, roles, and responsibilities for logical management of network components.”
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features, subsystems, file systems, etc.) is removed from system
components, critical servers, and wireless access points.
= Non-console administrative access is encrypted for system
components, critical servers, and wireless access points.
= Shared Hosting Providers protect their entities’ (merchants and
service providers) hosted environment and data.

Ecora’s Baseline Comparison Report fulfills PCI DSS 2.2.c, “Verify that system configuration standards
are applied when new systems are configured.”



Control Objective: Protect Cardholder Data

For Requirement 3, protect stored data, Ecora Auditor Professional
captures the information and generates the reports to validate:

= Full content on any track from the magnetic strip on the back of
the card are not stored in system components, critical servers,
and wireless access points under any circumstances.

= Cryptographic keys are stored in encrypted format and
that key-encrypting keys are stored separately from data-
encrypting keys

For Requirement 4, Encrypt transmission of cardholder data
and sensitive information across public networks, Ecora Auditor
Professional captures the information and generates reports

to validate:

= Encryption (for example, SSL/TSL or IPSEC) is used wherever
cardholder data is transmitted or received over open, public
networks.

= Appropriate encryption methodologies are used for any
wireless transmissions, such as: Wi-Fi Protected Access (WPA
or WPA2), IPSEC VPN, or SSL/TLS.

Control Objective: Maintain a Vulnerability
Management Program

For Requirement 5, use and regularly update anti-virus software,
Ecora Auditor Professional captures the information and generates
the reports to validate:

= Anti-virus software is installed on system components, critical
servers, and wireless access points

= Anti-virus software is current, actively running, and capable of
generating logs

For Requirement 6, develop and maintain secure systems and
applications, Ecora Auditor Professional captures the information
and generates the reports to validate:

= Current vendor patches are installed on all system components,
critical servers, and wireless access points

= All relevant new security patches are installed
within 30 days

= Processes to identify new security vulnerabilities
include use
of outside sources for security vulnerability
information and
updating the system configuration standards as
new vulnerability issues are found

= Custom application accounts, usernames and/or
passwords are removed before system goes into
production or is released to customers

= Changes/security patches for each system
component, critical server, and wireless access
point was change and documented according to
the change control procedures
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Table 1. Hpux - Checksum Files
Computer Name  Flename Checksum
hudd fusr/ban/crontab 1740014336
ol Susrfbancrontab 4047264671

Table 2. Solaris - Checksum Files

Computer Name  Flename Checksum

sudl2 JSusr/ban/crontab 91323cB5d073bdfeI5a0a9befead 705
Fudag Jusrban/crontab 89cIidcI99adaSed15MaeaTefcT0C03d

Table 3. Linux - Checksum Files
Computer Name  Filename Checksum
vmLinux-9 Justiban/crontab 503850519
Wi BErvar Jusriben/crontab 2211403144

Ecora’s Checksum Report fulfills PCI DSS 3.5.2, “Examine system configuration files to verify that cryptographic
keys are stored in encrypted format and that key-encrypting keys are stored separately from data-encrypting
keys.”
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Ecora’s Computers Without Antivirus Software Installed Report fulfills PCI DSS 5.1, “For a sample of
system components, aritical servers, and wireless access points, verify that anfivirus software is
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= Processes are in place to confirm that web
applications are not vulnerable to insecure
configuration management

Ecora’s Missing Patches Summary Report fulfills PCI DSS 6.1.q, “For a sample of system components, critical servers, and wireless access points
and related software, compare the list of security patches installed on each system to the most recent vendor security pateh list, to verify that

current vendor patches are installed.”



Control Objective: Implement Strong
Access Control Measures

For Requirement 7, restrict access to data by business need-to-

know, Ecora Auditor Professional captures the information and

generates the reports to validate:

= Policy for data control is followed and incorporates the

following:

—Access rights to privileged User IDs are restricted to least

privileges necessary to perform job responsibilities
—Assignment of privileges is based on individual

personnel’s job classification and function
—Requirement for an authorization form signed by

management that specifies required privileges

—Implementation of an automated access control system

Sites with Anonymous Access
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Ecora’s Sites with Anonymous Access Report fulfills PCI DSS 7.1, “Obtain and examine written policy for data
control, and verify that the policy incorporates the following: Access rights to privileged User IDs are restricted to
least privileges necessary fo perform job responsibilities, assignment of privileges is based on individual
personnel’s job classification and function, and implementation of an automated access control system.”

= An access control system is implemented and includes the

following:
—Coverage of all system components

—Assignment of privileges to individuals based on job

classification and function
—Default “deny-all” setting

For Requirement 8, assign a unique ID to each person with

computer access, Ecora Auditor Professional captures the

information and generates the reports to validate:

= All users have a unique username for access
to system components or cardholder data

= Users are authenticated using unique ID and
additional authentication for access to the
cardholder environment

= Two-factor authentication is implemented
for all remote network access

= Procedures are implemented for user
authentication and password management

—Each user is authorized to use the system
according to company policy

—IDs for employees terminated in the past six
months have been inactivated or removed

—No inactive accounts over 90 days old

—Any accounts used by vendors to support
and maintain system components are inactive,
enabled only when needed by the vendor,
and monitored while being used
—User ID lists from system components, critical
servers, and wireless access points reflect the
following:
- Generic User IDs and accounts are
disabled or removed
- Shared User IDs for system administration
activities and other critical functions do not exist
- Shared and generic User IDs are not used to
administer wireless LANs and devices
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Ecora’s Password and Account Lockout Report fulfills PCI DSS 8.5.15, “For a sample of system components, ritical servers, and
wireless access points, obtain and inspect system configuration setfings to verify that password parameters are set fo require that
system//session idle fime out features have been set o 15 minutes or less.”



—User password parameters are set to require users to
change passwords at least every 90 days

—Password parameters are set to require that a user’s account
is locked out after not more than six invalid logon attempts

—Password parameters are set to require that system/session
idle time out features have been set to 15 minutes or less

—Access to databases is authenticated, including for
individual users, applications, and administrators

—Direct SQL queries to the database are prohibited

Ecora’s compliance reporting solution does not apply to
Requirement 9, Restrict physical access to cardholder data,
Ecora Auditor Professional captures the information and
generates the reports to validate:

Control Obijective: Regularly Monitor and
Test Networks
For Requirement 10, track and monitor all access to network
resources and cardholder data, Ecora Auditor Professional
captures the information and generates the reports to validate:
= Audit trails are enabled and active, including for any
connected wireless networks
= Required events are included into system activity logs
= Each auditable event includes: user identification, type of
event, date and time, success or failure indication, including
those for wireless connections, origination of event, and
name of affected data, system component, or resources
= Audit trails are secured with appropriate permissions
= Security logs are reviewed at least daily and that follow-up
to exceptions is required
= Audit logs are retained for at least one year

Ecora’s compliance reporting solution does not apply to
Requirement 11, regularly test security systems and processes.
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Security Events
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Ecora’s Password and Account Lockout Report fulfills PCI DSS 8.5.15, “For a sample of system components, crifical
servers, and wireless access points, obtain and inspect system configuration settings fo verify that password
paramefers are sef o require that system/session idle fime out features have been set to 15 minutes or less.”



Control Objective, Maintain an Information Security Policy
For Requirement 12, maintain a policy that addresses information security, Ecora Auditor Professional
captures the information and generates the reports to validate:

= Daily operational security procedures are consistent with PCI DSS specifications, and include
administrative and technical procedures for each of the requirements
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Ecora’s Password and Account Lockout Report fulfills PCI DSS 8.5.15, “For a sample of system components, critical servers, and wireless access
poins, obtain and inspect system configuration settings to verify that password parameters are set to require that system/session idle fime out
features have been set to 15 minutes or less.”

Find Out More

To learn more about how
Ecora can help you achieve
and maintain PCI compliance,
call 877.923.2672, email
sales@ecora.com, or Visit us on
the web at www.ecora.com.

About Ecora

Proven in nearly 4,000 worldwide
customer sites, Ecora’s leading
enterprise:wide audit and compliance
management solutions are designed to
reduce the time and costs associated
with managing IT configuration controls,
for enhanced infrastructure security.
Ecora provides automated, centralized
solutions to collect, analyze, and report
on the most in-depth, multi-platform
configuration information across
enterprise operating systems,
applications, databases, and
networking devices. Ecora works to
optimize IT environments and delivers
an immediate return on investment.

For more information about Ecora,

visit www.ecora.com.
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