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Baseline Comparison
10.1.2.56 (Reference Item)

Period: 2008-05-05 16:29:08 vs. 2008-05-07 15:46:32 (Reference Item)
Collection: @ECORATEST@=D__temp2_sample reports_hpux3.data vs.

@ECORATEST@=D__temp2_sample reports_data_files_hpux3.data
(Reference Item)

Generated: Thursday, May 08, 2008 3:39:31 PM
For: Test User test.user@email.com
By: Ecora Auditor Professional 4.5 - Unix Module 4.5.8118.18311

Using: Full (Baseline Report)
Description: A Baseline report enables you to compare one or one thousand configurations

against (or subset of settings on a system) that you choose as your baseline.
These reports are critical for enforcing consistency across the enterprise and
complying with corporate or federally mandated compliance standards.
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Collected Not-Collected Legend
DEFAULT The value presented in the report was not directly reported by the target, but

implied by the current value or lack of a value for the attribute

*UA* Unavailable attribute. The current configuration or version of target platform
does not provide a value for this attribute. More detail in logs

*FC* Collection of value failed

*NS* Value not selected for collection

not present Vector element that exists in the target or reference data is not available for
comparison

examplehost

1 Local Users & Groups

Attribute Name 10.1.2.56 2008-05-05 16:29:08 10.1.2.56 2008-05-07 15:46:32

total accounts
count

17 18

users accounts
count

6 7

1.1 Users
Table 1. Local users basic information

System Name Name Password
Disabl
ed

User
ID GCOS Homedir Shell

10.1.2.56
2008-05-05
16:29:08

not
present

not
present

not
presen
t

not
presen

t

not present not
present

not
present

10.1.2.56
2008-05-07
15:46:32

geust x unkno
wn

110 Guest Account / /sbin/sh
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Table 2. Users expiration information

System Name Username
Date Last
Changed

Days
Since
Last

Change

Accoun
t
Expires

Can
Change
After

Must
Change
Every

Expirati
on
Warnin
g

Disable
After

10.1.2.56
2008-05-05
16:29:08

adm 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

adm 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

bin 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

bin 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

daemon 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

daemon 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

not present not present not
present

not
present

not
present

not
present

not
present

not
present

10.1.2.56
2008-05-07
15:46:32

geust n/a *NULL* n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

hpdb 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

hpdb 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

hpsmh 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

hpsmh 04-04-
2008

33 n/a n/a n/a n/a n/a
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System Name Username
Date Last
Changed

Days
Since
Last

Change

Accoun
t
Expires

Can
Change
After

Must
Change
Every

Expirati
on
Warnin
g

Disable
After

10.1.2.56
2008-05-05
16:29:08

iwww 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

iwww 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

lp 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

lp 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

nobody 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

nobody 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

nuucp 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

nuucp 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

owww 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

owww 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

root 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

root 04-04-
2008

33 n/a n/a n/a n/a n/a
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System Name Username
Date Last
Changed

Days
Since
Last

Change

Accoun
t
Expires

Can
Change
After

Must
Change
Every

Expirati
on
Warnin
g

Disable
After

10.1.2.56
2008-05-05
16:29:08

sfmdb 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

sfmdb 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

sshd 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

sshd 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

sys 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

sys 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

testuser 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

testuser 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

uucp 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

uucp 04-04-
2008

33 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-05
16:29:08

www 04-04-
2008

31 n/a n/a n/a n/a n/a

10.1.2.56
2008-05-07
15:46:32

www 04-04-
2008

33 n/a n/a n/a n/a n/a
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1.1.1 Disk Usage

Table 3. Space occupied by user home directories

System Name User name Size of Homedir, Kb

10.1.2.56
2008-05-05
16:29:08

not present not present

10.1.2.56
2008-05-07
15:46:32

geust n/a

1.1.2 Mail Accounts

Table 4. Basic user's mail information

System Name User name Aliases Size of Mailbox, Kb

10.1.2.56
2008-05-05
16:29:08

not present *NULL* not present

10.1.2.56
2008-05-07
15:46:32

geust *NULL* 0

1.1.3 Last access

Table 5. User last login time

System Name User name Last Access Time

10.1.2.56
2008-05-05
16:29:08

not present not present

10.1.2.56
2008-05-07
15:46:32

geust never logged in
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1.1.4 Local Services Access

Table 6. Local user access to various services

System Name User name Ftp At Cron

10.1.2.56
2008-05-05
16:29:08

not present not present not present not present

10.1.2.56
2008-05-07
15:46:32

geust + - -

1.1.5 Sudoers

Table 7. SUDO log entries

Time Time Host User Terminal
System
Name Directory

SU
User Command

2008-04-
04

10:51:08 exampleh
ost

testuser pts/0 10.1.2.56
2008-05-

05
16:29:08

/home/te
stuser

root /usr/bin/g
roups

10.1.2.56

2008-05-
07
15:46:32

/home/te
stuser

root /usr/bin/i
d

2008-04-
04

10:51:11 exampleh
ost

testuser pts/0 10.1.2.56

2008-05-
05
16:29:08

/home/te
stuser

root /usr/sbin/
diskinfo
-v
/dev/dsk/
c0t0d0

10.1.2.56

2008-05-
07
15:46:32

/home/te
stuser

root /usr/sbin/
diskinfo
-v
/dev/rdsk
/c0t0d0

2008-04-
04

10:51:12 exampleh
ost

testuser pts/0 10.1.2.56

2008-05-
05
16:29:08

/home/te
stuser

root /usr/bin/c
at
/etc/ftpd/
ftpusers
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Time Time Host User Terminal
System
Name Directory

SU
User Command

10.1.2.56
2008-05-

07
15:46:32

/home/te
stuser

root /usr/bin/c
at
/.rhosts

2008-04-
04

10:51:28 exampleh
ost

testuser pts/0 10.1.2.56
2008-05-

05
16:29:08

/home/te
stuser

root /bin/ndd
-get
/dev/rawi
p
rawip_wr
off_extra

10.1.2.56
2008-05-

07
15:46:32

/home/te
stuser

root /bin/ndd
-get
/dev/rawi
p
rawip_bs
d_compat

2008-04-
04

10:51:30 exampleh
ost

testuser pts/0 10.1.2.56

2008-05-
05
16:29:08

/home/te
stuser

root /usr/bin/r
pcinfo -p

10.1.2.56

2008-05-
07
15:46:32

/home/te
stuser

root /usr/bin/r
pcinfo -s

2008-04-
04

10:51:31 exampleh
ost

testuser pts/0 10.1.2.56

2008-05-
05
16:29:08

/home/te
stuser

root /usr/bin/c
at
/etc/expo
rts

10.1.2.56

2008-05-
07
15:46:32

/home/te
stuser

root /usr/sbin/
exportfs
-v

2008-04-
04

10:51:34 exampleh
ost

testuser pts/0 10.1.2.56

2008-05-
05
16:29:08

/home/te
stuser

root /bin/cat
/etc/sudo
ers
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Time Time Host User Terminal
System
Name Directory

SU
User Command

10.1.2.56
2008-05-

07
15:46:32

/home/te
stuser

root /bin/cat
/var/adm
/syslog/s
yslog.log

2008-04-
04

10:51:10 exampleh
ost

testuser unknown 10.1.2.56
2008-05-

05
16:29:08

/home/te
stuser

root /usr/bin/a
db -k
/stand/v
munix
/dev/me
m

10.1.2.56
2008-05-

07
15:46:32

/home/te
stuser

root /usr/bin/a
db -o
/stand/v
munix
/dev/kme
m

1.1.6 Warnings

Attribute Name 10.1.2.56 2008-05-05 16:29:08 10.1.2.56 2008-05-07 15:46:32

user name not present geust

warnings not present Account present only in /etc/passwd
file

not present User account uses a nonstandard
shell - /sbin/sh

warning count not present 2

1.2 Groups
Table 8. Local groups

System Name Group Name GID Members

10.1.2.56
2008-05-05
16:29:08

sys 3 not present

10.1.2.56
2008-05-07
15:46:32

sys 3 geust
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2 TCP/IP

2.1 Host Name Resolution

Attribute Name 10.1.2.56 2008-05-05 16:29:08 10.1.2.56 2008-05-07 15:46:32

Resolver domain
name

domain.com odd.domain.com

3 Network Services

3.1 IP Port Services
Table 9. Ports

Port number System Name Name Protocol Service

67890 10.1.2.56
2008-05-05
16:29:08

not present not present not present

10.1.2.56
2008-05-07
15:46:32

*NULL* tcp *NULL*
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