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Collected Not-Collected Legend

Ecora Software
This documentation of the IIS Servers from organization Ecora Software has been prepared at
the request of Ecora Admin on Apr-12-2008_14-00-21. This report was generated by the
Ecora Auditor Professional 4.5 - MS IIS Module version 4.5.8063.19200.

IIS servers for which data collection failed:

MRBSRV1

Server Extensions:

1 Hotfixes

*NULL*

*NULL*

*NULL*

DEFAULT The value presented in the report was not directly reported by the target, but
implied by the current value or lack of a value for the attribute

*UA* Unavailable attribute. The current configuration or version of target platform
does not provide a value for this attribute. More detail in logs

*FC* Collection of value failed

*NS* Value not selected for collection

● Server name: MRBSRV1.
● IIS version: 6.0.
● Bandwidth throttling (KB/sec): Disabled.

● Direct Metabase edit is disabled.
● Encode Web logs in UTF-8 is disabled.
● IIS Metabase history is enabled.
● Maximum number of history files: 10.
● Maximum number of error files: 10.
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* Attributes for this topic have been suppressed *

2 MIME Types
Table 1. MIME Types

Extension MIME Type

.323 text/h323

.aaf application/octet-stream

.aca application/octet-stream

.accdb application/msaccess

.accde application/msaccess

.accdt application/msaccess

.acx application/internet-property-stream

.afm application/octet-stream

.ai application/postscript

.aif audio/x-aiff

.aifc audio/aiff

.aiff audio/aiff

.art image/x-jg

.asd application/octet-stream

.asf video/x-ms-asf

.asi application/octet-stream

.asm text/plain

.asr video/x-ms-asf

.asx video/x-ms-asf

.atom application/atom+xml

.au audio/basic

.avi video/x-msvideo

.axs application/olescript

.bas text/plain

.bcpio application/x-bcpio

.bin application/octet-stream

.bmp image/bmp

.c text/plain

.cab application/octet-stream

.cat application/vnd.ms-pki.seccat
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Extension MIME Type

.cdf application/x-cdf

.chm application/octet-stream

.class application/x-java-applet

.clp application/x-msclip

.cmx image/x-cmx

.cnf text/plain

.cod image/cis-cod

.cpio application/x-cpio

.cpp text/plain

.crd application/x-mscardfile

.crl application/pkix-crl

.crt application/x-x509-ca-cert

.csh application/x-csh

.css text/css

.csv application/octet-stream

.cur application/octet-stream

.dcr application/x-director

.der application/x-x509-ca-cert

.dib image/bmp

.dir application/x-director

.disco text/xml

.dll application/x-msdownload

.dlm text/dlm

.doc application/msword

.docm application/vnd.ms-word.document.macroEnabled.12

.docx application/vnd.openxmlformats-
officedocument.wordprocessingml.document

.dot application/msword

.dotm application/vnd.ms-word.template.macroEnabled.12

.dotx application/vnd.openxmlformats-
officedocument.wordprocessingml.template

.dsp application/octet-stream

.dtd text/xml

.dvi application/x-dvi

.dwf drawing/x-dwf
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Extension MIME Type

.dwp application/octet-stream

.dxr application/x-director

.eml message/rfc822

.emz application/octet-stream

.eot application/octet-stream

.eps application/postscript

.etx text/x-setext

.evy application/envoy

.exe application/octet-stream

.fdf application/vnd.fdf

.fif application/fractals

.fla application/octet-stream

.flr x-world/x-vrml

.gif image/gif

.gtar application/x-gtar

.gz application/x-gzip

.h text/plain

.hdf application/x-hdf

.hdml text/x-hdml

.hhc application/x-oleobject

.hhk application/octet-stream

.hhp application/octet-stream

.hlp application/winhlp

.hqx application/mac-binhex40

.hta application/hta

.htc text/x-component

.htm text/html

.html text/html

.htt text/webviewhtml

.hxt text/html

.ico image/x-icon

.ics application/octet-stream

.ief image/ief

.iii application/x-iphone

.inf application/octet-stream
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Extension MIME Type

.ins application/x-internet-signup

.isp application/x-internet-signup

.IVF video/x-ivf

.jar application/java-archive

.java application/octet-stream

.jck application/liquidmotion

.jcz application/liquidmotion

.jfif image/pjpeg

.jpb application/octet-stream

.jpe image/jpeg

.jpeg image/jpeg

.jpg image/jpeg

.js application/x-javascript

.latex application/x-latex

.lit application/x-ms-reader

.lpk application/octet-stream

.lsf video/x-la-asf

.lsx video/x-la-asf

.lzh application/octet-stream

.m13 application/x-msmediaview

.m14 application/x-msmediaview

.m1v video/mpeg

.m3u audio/x-mpegurl

.man application/x-troff-man

.map text/plain

.mdb application/x-msaccess

.mdp application/octet-stream

.me application/x-troff-me

.mht Multipart/Related

.mhtml Multipart/Related

.mid audio/mid

.midi audio/mid

.mix application/octet-stream

.mmf application/x-smaf

.mno text/xml



Powered by Ecora Auditor Professional 4.5                                                                                                     Page 7 of 86

Configuration Report                                                                                                  Tuesday, April 22, 2008 8:20:26 AM

Extension MIME Type

.mny application/x-msmoney

.mov video/quicktime

.movie video/x-sgi-movie

.mp2 video/mpeg

.mp3 audio/mpeg

.mpa video/mpeg

.mpe video/mpeg

.mpeg video/mpeg

.mpg video/mpeg

.mpp application/vnd.ms-project

.mpv2 video/mpeg

.ms application/x-troff-ms

.msi application/octet-stream

.mso application/octet-stream

.mvb application/x-msmediaview

.mvc application/x-miva-compiled

.nc application/x-netcdf

.nsc video/x-ms-asf

.nws message/rfc822

.ocx application/octet-stream

.oda application/oda

.ods application/oleobject

.one application/onenote

.onea application/onenote

.onepkg application/onenote

.onetmp application/onenote

.onetoc application/onenote

.onetoc2 application/onenote

.p10 application/pkcs10

.p12 application/x-pkcs12

.p7b application/x-pkcs7-certificates

.p7c application/pkcs7-mime

.p7m application/pkcs7-mime

.p7r application/x-pkcs7-certreqresp

.p7s application/pkcs7-signature
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Extension MIME Type

.pbm image/x-portable-bitmap

.pcx application/octet-stream

.pcz application/octet-stream

.pdf application/pdf

.pfb application/octet-stream

.pfm application/octet-stream

.pfx application/x-pkcs12

.pgm image/x-portable-graymap

.pko application/vnd.ms-pki.pko

.pma application/x-perfmon

.pmc application/x-perfmon

.pml application/x-perfmon

.pmr application/x-perfmon

.pmw application/x-perfmon

.png image/png

.pnm image/x-portable-anymap

.pnz image/png

.pot application/vnd.ms-powerpoint

.potm application/vnd.ms-powerpoint.template.macroEnabled.12

.potx application/vnd.openxmlformats-
officedocument.presentationml.template

.ppam application/vnd.ms-powerpoint.addin.macroEnabled.12

.ppm image/x-portable-pixmap

.pps application/vnd.ms-pps

.ppsm application/vnd.ms-powerpoint.slideshow.macroEnabled.12

.ppsx application/vnd.openxmlformats-
officedocument.presentationml.slideshow

.ppt application/vnd.ms-powerpoint

.pptm application/vnd.ms-powerpoint.presentation.macroEnabled.12

.pptx application/vnd.openxmlformats-
officedocument.presentationml.presentation

.prf application/pics-rules

.prm application/octet-stream

.prx application/octet-stream

.ps application/postscript
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Extension MIME Type

.psd application/octet-stream

.psm application/octet-stream

.psp application/octet-stream

.pub application/x-mspublisher

.qt video/quicktime

.qtl application/x-quicktimeplayer

.qxd application/octet-stream

.ra audio/x-pn-realaudio

.ram audio/x-pn-realaudio

.rar application/octet-stream

.ras image/x-cmu-raster

.rf image/vnd.rn-realflash

.rgb image/x-rgb

.rm application/vnd.rn-realmedia

.rmi audio/mid

.roff application/x-troff

.rpm audio/x-pn-realaudio-plugin

.rtf application/rtf

.rtx text/richtext

.scd application/x-msschedule

.sct text/scriptlet

.sea application/octet-stream

.setpay application/set-payment-initiation

.setreg application/set-registration-initiation

.sgml text/sgml

.sh application/x-sh

.shar application/x-shar

.sit application/x-stuffit

.sldm application/vnd.ms-powerpoint.slide.macroEnabled.12

.sldx application/vnd.openxmlformats-
officedocument.presentationml.slide

.smd audio/x-smd

.smi application/octet-stream

.smx audio/x-smd

.smz audio/x-smd
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Extension MIME Type

.snd audio/basic

.snp application/octet-stream

.spc application/x-pkcs7-certificates

.spl application/futuresplash

.src application/x-wais-source

.ssm application/streamingmedia

.sst application/vnd.ms-pki.certstore

.stl application/vnd.ms-pki.stl

.sv4cpio application/x-sv4cpio

.sv4crc application/x-sv4crc

.swf application/x-shockwave-flash

.t application/x-troff

.tar application/x-tar

.tcl application/x-tcl

.tex application/x-tex

.texi application/x-texinfo

.texinfo application/x-texinfo

.tgz application/x-compressed

.thmx application/vnd.ms-officetheme

.thn application/octet-stream

.tif image/tiff

.tiff image/tiff

.toc application/octet-stream

.tr application/x-troff

.trm application/x-msterminal

.tsv text/tab-separated-values

.ttf application/octet-stream

.txt text/plain

.u32 application/octet-stream

.uls text/iuls

.ustar application/x-ustar

.vbs text/vbscript

.vcf text/x-vcard

.vcs text/plain

.vdx application/vnd.ms-visio.viewer
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Extension MIME Type

.vml text/xml

.vsd application/vnd.visio

.vss application/vnd.visio

.vst application/vnd.visio

.vsw application/vnd.visio

.vsx application/vnd.visio

.vtx application/vnd.visio

.wav audio/wav

.wax audio/x-ms-wax

.wbmp image/vnd.wap.wbmp

.wcm application/vnd.ms-works

.wdb application/vnd.ms-works

.wks application/vnd.ms-works

.wm video/x-ms-wm

.wma audio/x-ms-wma

.wmd application/x-ms-wmd

.wmf application/x-msmetafile

.wml text/vnd.wap.wml

.wmlc application/vnd.wap.wmlc

.wmls text/vnd.wap.wmlscript

.wmlsc application/vnd.wap.wmlscriptc

.wmp video/x-ms-wmp

.wmv video/x-ms-wmv

.wmx video/x-ms-wmx

.wmz application/x-ms-wmz

.wps application/vnd.ms-works

.wri application/x-mswrite

.wrl x-world/x-vrml

.wrz x-world/x-vrml

.wsdl text/xml

.wvx video/x-ms-wvx

.x application/directx

.xaf x-world/x-vrml

.xbm image/x-xbitmap

.xdr text/plain
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3 Service Extensions
Table 2. Service Extensions

Extension MIME Type

.xla application/vnd.ms-excel

.xlam application/vnd.ms-excel.addin.macroEnabled.12

.xlc application/vnd.ms-excel

.xlm application/vnd.ms-excel

.xls application/vnd.ms-excel

.xlsb application/vnd.ms-excel.sheet.binary.macroEnabled.12

.xlsm application/vnd.ms-excel.sheet.macroEnabled.12

.xlsx application/vnd.openxmlformats-
officedocument.spreadsheetml.sheet

.xlt application/vnd.ms-excel

.xltm application/vnd.ms-excel.template.macroEnabled.12

.xltx application/vnd.openxmlformats-
officedocument.spreadsheetml.template

.xlw application/vnd.ms-excel

.xml text/xml

.xof x-world/x-vrml

.xpm image/x-xpixmap

.xsd text/xml

.xsf text/xml

.xsl text/xml

.xslt text/xml

.xsn application/octet-stream

.xtp application/octet-stream

.xwd image/x-xwindowdump

.z application/x-compress

.zip application/x-zip-compressed

Description Status

Active Server Pages Allowed

All Unknown CGI Extensions Prohibited

All Unknown ISAPI Extensions Prohibited

ASP.NET v1.1.4322 Allowed
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3.1 Active Server Pages

3.2 All Unknown CGI Extensions

Files:

3.3 All Unknown ISAPI Extensions

Files:

3.4 ASP.NET v1.1.4322

3.5 Internet Data Connector

Table 3. Required Files

*NULL*

*NULL*

Table 4. Required Files

● Web Service Extension:
● Status:

● Web Service Extension:
● Status:

● Web Service Extension:
● Status:

● Web Service Extension:
● Status:

Description Status

Internet Data Connector Prohibited

Microsoft Exchange Server Allowed

Server Side Includes Prohibited

WebDAV Prohibited

Active Server Pages
Allowed

File Name Status

C:\WINDOWS\system32\inetsrv\asp.dll Allowed

All Unknown CGI Extensions
Prohibited

All Unknown ISAPI Extensions
Prohibited

ASP.NET v1.1.4322
Allowed

File Name Status

C:\WINDOWS\Microsoft.NET\Framework\v1.1.
4322\aspnet_isapi.dll

Allowed

● Web Service Extension: Internet Data Connector
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Table 5. Required Files

3.6 Microsoft Exchange Server

3.7 Server Side Includes

3.8 WebDAV

Table 6. Required Files

Table 7. Required Files

Table 8. Required Files

● Status:

● Web Service Extension:
● Status:

● Web Service Extension:
● Status:

● Web Service Extension:
● Status:

Prohibited

File Name Status

C:\WINDOWS\system32\inetsrv\httpodbc.dll Prohibited

Microsoft Exchange Server
Allowed

File Name Status

C:\Program Files\Exchsrvr\bin\davex.dll Allowed

C:\Program Files\Exchsrvr\bin\exprox.dll Allowed

C:\Program Files\Exchsrvr\bin\MasSync.dll Allowed

C:\Program
Files\Exchsrvr\exchweb\bin\exwform.dll

Allowed

C:\Program
Files\Exchsrvr\exchweb\bin\spell\owaspell.dll

Allowed

C:\Program
Files\Exchsrvr\exchweb\bin\auth\owaauth.dll

Allowed

Server Side Includes
Prohibited

File Name Status

C:\WINDOWS\system32\inetsrv\ssinc.dll Prohibited

WebDAV
Prohibited

File Name Status

C:\WINDOWS\system32\inetsrv\httpext.dll Prohibited
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4 FTP Sites
*NULL*

* Attributes for this topic have been suppressed *

5 Web Sites
Table 9. Web Sites

5.1 Default Web Site

Secure IP Addresses and ports in use:

Secure Communications

Directory Access

Application Settings

*NULL*

Description Identifier Status

Default Web Site 1 Running

● Server description: Default Web Site.
● Server state: Running.

● SSL secure channel is not required.
● 128-bit encryption is not required.
● Client certificates: Ignore client certificates.
● Client certificate mapping to Windows user accounts is disabled.

● Certificate Trust List is disabled, current CTL: *NULL*.

● Script source access: disabled.
● Read Access: enabled.
● Write Access: disabled.
● Directory Browsing: disabled.
● Log visits: enabled.
● Index this resource: enabled.

● Name: Default Application
● Execute Permissions: Scripts only.
● Application Pool: DefaultAppPool
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Application Mapping

Table 10. Script Maps

● The caching of ISAPI applications is .enabled

Extension Executable Path Verbs

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG
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Wildcard Application Maps:

Application Options

Application Process Options

ASP File Cache

*NULL*

Extension Executable Path Verbs

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

● Application Protection: Medium (Pooled).
● The Session State is enabled with a session timeout of 20 minutes.
● Buffering is enabled.
● Parent paths are disabled.
● The default ASP Language is VBScript.
● The ASP Script Timeout is 90 seconds.
● Side by Side assemblies: disabled
● Manifest file name: disabled

● Writing unsuccessful requests is enabled.
● Debugging exception catching is enabled.
● The CGI Script Timeout is 300 seconds.

● Max ASP files cached in memory: 500.
● Max ASP files cached on disk: 2000.
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Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

Table 11. Custom Headers

● Disc Cache directory: .
● The number of Script Engines cached: .

● Server-side ASP Script Debugging is .
● Client-side ASP Script Debugging is .
● are sent to the client.

● Default Documents are

● Document Footer is .

● Anonymous is .

● Basic authentication is .
● Integrated windows authentication is .
● Digest authentication is .
● NET Passport authentication is disabled.
● Default Domain: not defined.
● Realm: not defined.

● All computers will be access

● Content Expiration: .

%windir%\system32\inetsrv\ASP Compiled Templates
250

disabled
disabled

Detailed ASP error messages

enabled
Default Documents
A. Default.htm
B. Default.asp
C. index.htm
D. iisstart.htm
E. Default.aspx

disabled

enabled
○ Anonymous user name is IUSR_MRBSRV1.
○ Allow IIS to control password is enabled.

disabled
disabled

disabled

granted

Expire after 1 Day(s)

Header Name Header Value

X-Powered-By ASP.NET
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Content Ratings
Directory Rating: *NULL*

Mime Types: *NULL*

Table 12. Custom Errors

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

401 2 FILE C:\WINDOWS\help\iisHelp\common\401-2.htm

401 3 FILE C:\WINDOWS\help\iisHelp\common\401-3.htm

401 4 FILE C:\WINDOWS\help\iisHelp\common\401-4.htm

401 5 FILE C:\WINDOWS\help\iisHelp\common\401-5.htm

401 7 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm
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ASP .NET

BITS Server Extension
BITS Server Extension:

Connections

*NULL*

Table 13. Server Bindings

● ASP .NET version: .

● Maximum simultaneous connections: .
● Connection timeout is seconds.

Error
Number

Error
Subnumber Type Value

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

1.1.4322

Unlimited
120

IP Address TCP Port Host Header Name

(All Unassigned) 80

● HTTP Keep-Alives are enabled.
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Logging
● Logging is enabled.

○ Active log format: W3C Extended Log File Format.
ODBC Logging Properties: *NULL*
○ New log time period: Daily, file size: *NULL* MB
○ Log file directory: C:\WINDOWS\system32\LogFiles.
○ Local date is not used for Log naming and rollover.
○ Extended Logging Options

Both date and time will be displayed for the following:
■ Client IP Address
■ User Name
■ Service Name
■ Server IP Address
■ Server Port
■ Method
■ URI Stem
■ URI Query
■ Protocol Status
■ Protocol Substatus
■ Win32 Status
■ User Agent
■ Active Processes
■ Event Logging
■ Kernel CPU Time
■ Process Logging
■ Page Faults
■ Process Type
■ Process Terminating
■ Process Total
■ User CPU Time

● Performance tuning is set for fewer than 100,000 hits per day.

ISAPI Filters: *NULL*

Operators
1. NT AUTHORITY\LOCAL SERVICE
2. NT AUTHORITY\NETWORK SERVICE
3. MRBSRV1\IIS_WPG
4. BUILTIN\Administrators

Server Extensions: *NULL*
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5.1.1 ROOT

Table 14. Security Permissions

A = Allow D = Deny, + = Permission is not inherited

Directory Access

Application Settings

Application Mapping

Table 15. Script Maps

● Virtual Directory name:
● Path: .

● Script source access: .
● Read Access: .
● Write Access: .
● Directory Browsing: .
● Log visits: .
● Index this resource: .

● Name:
● Execute Permissions: .
● Application Pool:

● The caching of ISAPI applications is .

ROOT
c:\inetpub\wwwroot

Account Full Modify Exec List Read Write Spec.

Administrators A+ A+ A+ A+ A+ A+

IIS_WPG A+ A+ A+

MRBSRV1\IUSR_MRBSRV1 D+ X

SYSTEM A+ A+ A+ A+ A+ A+

Users A+ A+ A+

disabled
enabled
disabled

disabled
enabled

enabled

Default Application
Scripts only

DefaultAppPool

enabled

Extension Executable Path Verbs

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG
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Extension Executable Path Verbs

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST
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Wildcard Application Maps:

Application Options

ASP File Cache

Application Debugging

Documents

*NULL*

Extension Executable Path Verbs

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

● Application Protection: Medium (Pooled).
● The Session State is enabled with a session timeout of 20 minutes.
● Buffering is enabled.
● Parent paths are disabled.
● The default ASP Language is VBScript.
● The ASP Script Timeout is 90 seconds.
● Side by Side assemblies: disabled
● Manifest file name: disabled

● Max ASP files cached in memory: 500.
● Max ASP files cached on disk: 2000.
● Disc Cache directory: %windir%\system32\inetsrv\ASP Compiled Templates.
● The number of Script Engines cached: 250.

● Server-side ASP Script Debugging is disabled.
● Client-side ASP Script Debugging is disabled.
● Detailed ASP error messages are sent to the client.

● Default Documents are enabled
Default Documents
A. Default.htm
B. Default.asp
C. index.htm
D. iisstart.htm
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Authentication

IP Address and Domain Name Restrictions

HTTP Headers

Table 16. Custom Headers

Content Ratings
Directory Rating:

Mime Types:

*NULL*

*NULL*

Table 17. Custom Errors

● Document Footer is .

● Anonymous is .

● Basic authentication is .
● Integrated windows authentication is .
● Digest authentication is .
● NET Passport authentication is disabled.
● Default Domain: not defined.
● Realm: not defined.

● All computers will be access

● Content Expiration: .

E. Default.aspx
disabled

enabled
○ Anonymous user name is IUSR_MRBSRV1.
○ Allow IIS to control password is enabled.

disabled
disabled

disabled

granted

Expire after 1 Day(s)

Header Name Header Value

X-Powered-By ASP.NET

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

401 2 FILE C:\WINDOWS\help\iisHelp\common\401-2.htm

401 3 FILE C:\WINDOWS\help\iisHelp\common\401-3.htm

401 4 FILE C:\WINDOWS\help\iisHelp\common\401-4.htm

401 5 FILE C:\WINDOWS\help\iisHelp\common\401-5.htm

401 7 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm
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Error
Number

Error
Subnumber Type Value

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm
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Physical Directory List:

BITS Server Extension
BITS Server Extension:

Exadmin

Directory Security Permissions:

Application Mapping

*NULL*

*NULL*

*NULL*

Table 18. Script Maps

● Virtual Directory name:
● Path: .

Error
Number

Error
Subnumber Type Value

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

Exadmin
\\.\BackOfficeStorage

Extension Executable Path Verbs

* C:\Program
Files\Exchsrvr\bin\davex.dll

All

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE
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Extension Executable Path Verbs

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG
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Wildcard Application Maps:

Application Options

ASP File Cache

Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

Content Ratings
Directory Rating:

Mime Types:

*NULL*

Table 19. Custom Headers

*NULL*

*NULL*

● The Session State is with a session timeout of minutes.

● Max ASP files cached on disk: .

● are sent to the client.

● Default Documents are
● Document Footer is .

● Anonymous is .

Extension Executable Path Verbs

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

enabled

2000

Detailed ASP error messages

enabled
disabled

disabled

Header Name Header Value

X-Powered-By ASP.NET
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Table 20. Custom Errors

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 Default "Unauthorized - Logon failed"

401 2 Default "Unauthorized - Logon failed due to server configuration"

401 3 Default "Unauthorized - Unauthorized due to ACL on resource"

401 4 Default "Unauthorized - Authorization failed by filter"

401 5 Default "Unauthorized - Authorization failed by ISAPI/CGI app"

401 7 Default "Unauthorized - Denied due to URL Authorization policy"

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm
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Virtual Directory List:

Web Directory List:

Physical Directory List:

BITS Server Extension
BITS Server Extension:

Exchange

Directory Security Permissions:

Application Mapping

*NULL*

*NULL*

*NULL*

*NULL*

*NULL*

Table 21. Script Maps

● Virtual Directory name:
● Path: .

Error
Number

Error
Subnumber Type Value

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

Exchange
\\.\BackOfficeStorage\Ecorademo.com\MBX

Extension Executable Path Verbs

* C:\Program
Files\Exchsrvr\bin\davex.dll

All
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Extension Executable Path Verbs

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST
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Wildcard Application Maps:

Application Options

ASP File Cache

Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

*NULL*

Extension Executable Path Verbs

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

● The Session State is enabled with a session timeout of minutes.

● Max ASP files cached on disk: 2000.

● Detailed ASP error messages are sent to the client.

● Default Documents are enabled
● Document Footer is disabled.

● Anonymous is disabled.
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Table 22. Custom Headers

Content Ratings
Directory Rating:

Mime Types:

*NULL*

*NULL*

Table 23. Custom Errors

Header Name Header Value

X-Powered-By ASP.NET

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 Default "Unauthorized - Logon failed"

401 2 Default "Unauthorized - Logon failed due to server configuration"

401 3 Default "Unauthorized - Unauthorized due to ACL on resource"

401 4 Default "Unauthorized - Authorization failed by filter"

401 5 Default "Unauthorized - Authorization failed by ISAPI/CGI app"

401 7 Default "Unauthorized - Denied due to URL Authorization policy"

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm
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Virtual Directory List:

Web Directory List:

Physical Directory List:

BITS Server Extension
BITS Server Extension:

ExchWeb

*NULL*

*NULL*

*NULL*

*NULL*

Error
Number

Error
Subnumber Type Value

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

● Virtual Directory name: ExchWeb
● Path: C:\Program Files\Exchsrvr\ExchWeb.
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Table 24. Security Permissions

A = Allow D = Deny, + = Permission is not inherited

Application Mapping

Table 25. Script Maps

Account Full Modify Exec List Read Write Spec.

Administrators X

Authenticated Users A+

CREATOR OWNER X

Power Users X

SYSTEM X

TERMINAL SERVER USER X

Users X

Extension Executable Path Verbs

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG
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Wildcard Application Maps:

Application Options

ASP File Cache

*NULL*

Extension Executable Path Verbs

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

● The Session State is enabled with a session timeout of minutes.

● Max ASP files cached on disk: 2000.
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Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

Table 26. Custom Headers

Content Ratings
Directory Rating:

Mime Types:

*NULL*

*NULL*

Table 27. Custom Errors

● are sent to the client.

● Default Documents are
● Document Footer is .

● Anonymous is .

Detailed ASP error messages

enabled
disabled

enabled

Header Name Header Value

X-Powered-By ASP.NET

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 Default "Unauthorized - Logon failed"

401 2 Default "Unauthorized - Logon failed due to server configuration"

401 3 Default "Unauthorized - Unauthorized due to ACL on resource"

401 4 Default "Unauthorized - Authorization failed by filter"

401 5 Default "Unauthorized - Authorization failed by ISAPI/CGI app"

401 7 Default "Unauthorized - Denied due to URL Authorization policy"

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm
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Error
Number

Error
Subnumber Type Value

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm
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Web Directory List:

BITS Server Extension
BITS Server Extension:

bin

A = Allow D = Deny, + = Permission is not inherited

Application Mapping

*NULL*

*NULL*

Table 28. Security Permissions

Table 29. Script Maps

● Virtual Directory name:
● Path: .

Error
Number

Error
Subnumber Type Value

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

bin
C:\Program Files\Exchsrvr\ExchWeb\bin

Account Full Modify Exec List Read Write Spec.

Administrators X

Authenticated Users A+ A+ A+

CREATOR OWNER X

Power Users X

SYSTEM X

TERMINAL SERVER USER X

Users X

Extension Executable Path Verbs

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG
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Extension Executable Path Verbs

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST
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Wildcard Application Maps:

Application Options

ASP File Cache

Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

*NULL*

Table 30. Custom Headers

● The Session State is with a session timeout of minutes.

● Max ASP files cached on disk: .

● are sent to the client.

● Default Documents are
● Document Footer is .

● Anonymous is .

Extension Executable Path Verbs

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

enabled

2000

Detailed ASP error messages

enabled
disabled

disabled

Header Name Header Value

X-Powered-By ASP.NET
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Content Ratings
Directory Rating: *NULL*

Mime Types: *NULL*

Table 31. Custom Errors

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 Default "Unauthorized - Logon failed"

401 2 Default "Unauthorized - Logon failed due to server configuration"

401 3 Default "Unauthorized - Unauthorized due to ACL on resource"

401 4 Default "Unauthorized - Authorization failed by filter"

401 5 Default "Unauthorized - Authorization failed by ISAPI/CGI app"

401 7 Default "Unauthorized - Denied due to URL Authorization policy"

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm
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Virtual Directory List:

Web Directory List:

BITS Server Extension
BITS Server Extension:

bin > ara

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List:

*NULL*

*NULL*

*NULL*

*NULL*

Error
Number

Error
Subnumber Type Value

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

● Physical directory name: ara.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.
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bin > auth
● Physical directory name: auth.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > bas
● Physical directory name: bas.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > brz
● Physical directory name: brz.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > cat
● Physical directory name: cat.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > chs
● Physical directory name: chs.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.
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Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > cht
● Physical directory name: cht.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > cze
● Physical directory name: cze.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > dan
● Physical directory name: dan.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > dut
● Physical directory name: dut.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*
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bin > fin
● Physical directory name: fin.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > frn
● Physical directory name: frn.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > ger
● Physical directory name: ger.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > grk
● Physical directory name: grk.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > heb
● Physical directory name: heb.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.
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Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > hun
● Physical directory name: hun.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > itn
● Physical directory name: itn.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > jpn
● Physical directory name: jpn.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > kor
● Physical directory name: kor.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*
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bin > nor
● Physical directory name: nor.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > pol
● Physical directory name: pol.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > por
● Physical directory name: por.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > rus
● Physical directory name: rus.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > spa
● Physical directory name: spa.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.



Powered by Ecora Auditor Professional 4.5                                                                                                   Page 50 of 86

Configuration Report                                                                                                  Tuesday, April 22, 2008 8:20:26 AM

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > swe
● Physical directory name: swe.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > trk
● Physical directory name: trk.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

bin > usa
● Physical directory name: usa.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

6.5.6944.0
● Physical directory name: 6.5.6944.0.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*
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6.5.7638.1
● Physical directory name: 6.5.7638.1.
● Creation time: Monday, March 03, 2008 12:21:57 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

controls
● Physical directory name: controls.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

help
● Physical directory name: help.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

img
● Physical directory name: img.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

themes
● Physical directory name: themes.
● Creation time: Thursday, February 28, 2008 12:16:58 PM.
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Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

views

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

Microsoft-Server-ActiveSync

Table 32. Security Permissions

A = Allow D = Deny, + = Permission is not inherited

Application Mapping

Table 33. Script Maps

● Physical directory name: .
● Creation time: .

● Virtual Directory name:
● Path: .

views
Thursday, February 28, 2008 12:16:58 PM

Microsoft-Server-ActiveSync
C:\Program Files\Exchsrvr\OMA\Sync

Account Full Modify Exec List Read Write Spec.

Administrators X

CREATOR OWNER X

Power Users X

SYSTEM X

TERMINAL SERVER USER X

Users X

Extension Executable Path Verbs

* C:\Program
Files\Exchsrvr\bin\massync.dll

All

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG
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Extension Executable Path Verbs

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG
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Wildcard Application Maps:

Application Options

ASP File Cache

Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

*NULL*

Table 34. Custom Headers

● The Session State is with a session timeout of minutes.

● Max ASP files cached on disk: .

● are sent to the client.

● Default Documents are
● Document Footer is .

● Anonymous is .

Extension Executable Path Verbs

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

enabled

2000

Detailed ASP error messages

enabled
disabled

disabled

Header Name Header Value

X-Powered-By ASP.NET
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Content Ratings
Directory Rating: *NULL*

Mime Types: *NULL*

Table 35. Custom Errors

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 Default "Unauthorized - Logon failed"

401 2 Default "Unauthorized - Logon failed due to server configuration"

401 3 Default "Unauthorized - Unauthorized due to ACL on resource"

401 4 Default "Unauthorized - Authorization failed by filter"

401 5 Default "Unauthorized - Authorization failed by ISAPI/CGI app"

401 7 Default "Unauthorized - Denied due to URL Authorization policy"

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm
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Virtual Directory List:

Web Directory List:

Physical Directory List:

BITS Server Extension
BITS Server Extension:

OMA

*NULL*

*NULL*

*NULL*

*NULL*

Table 36. Security Permissions

● Virtual Directory name:
● Path: .

Error
Number

Error
Subnumber Type Value

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

OMA
C:\Program Files\Exchsrvr\OMA\Browse

Account Full Modify Exec List Read Write Spec.

Administrators X

CREATOR OWNER X
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A = Allow D = Deny, + = Permission is not inherited

Application Mapping

Wildcard Application Maps:

Application Options

ASP File Cache

Application Debugging

Documents

Authentication

Table 37. Script Maps

*NULL*

Account Full Modify Exec List Read Write Spec.

Power Users X

SYSTEM X

TERMINAL SERVER USER X

Users X

Extension Executable Path Verbs

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

● The Session State is enabled with a session timeout of minutes.

● Max ASP files cached on disk: 2000.

● Detailed ASP error messages are sent to the client.

● Default Documents are enabled
● Document Footer is disabled.

● Anonymous is disabled.
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IP Address and Domain Name Restrictions

HTTP Headers

Table 38. Custom Headers

Content Ratings
Directory Rating:

Mime Types:

*NULL*

*NULL*

Table 39. Custom Errors

Header Name Header Value

X-Powered-By ASP.NET

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

401 2 FILE C:\WINDOWS\help\iisHelp\common\401-2.htm

401 3 FILE C:\WINDOWS\help\iisHelp\common\401-3.htm

401 4 FILE C:\WINDOWS\help\iisHelp\common\401-4.htm

401 5 FILE C:\WINDOWS\help\iisHelp\common\401-5.htm

401 7 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm
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Virtual Directory List:

Web Directory List:

BITS Server Extension
BITS Server Extension:

*NULL*

*NULL*

*NULL*

Error
Number

Error
Subnumber Type Value

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"
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bin

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List: *NULL*

Public

Directory Security Permissions: *NULL*

Application Mapping

Table 40. Script Maps

● Physical directory name: .
● Creation time: .

● Virtual Directory name:
● Path: .

bin
Thursday, February 28, 2008 12:16:59 PM

Public
\\.\BackOfficeStorage\Ecorademo.com\Public Folders

Extension Executable Path Verbs

* C:\Program
Files\Exchsrvr\bin\davex.dll

All

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE
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Wildcard Application Maps:

Application Options

*NULL*

Extension Executable Path Verbs

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

● The Session State is enabled with a session timeout of minutes.
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ASP File Cache

Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

Table 41. Custom Headers

Content Ratings
Directory Rating:

Mime Types:

*NULL*

*NULL*

Table 42. Custom Errors

● Max ASP files cached on disk: .

● are sent to the client.

● Default Documents are
● Document Footer is .

● Anonymous is .

2000

Detailed ASP error messages

enabled
disabled

disabled

Header Name Header Value

X-Powered-By ASP.NET

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 Default "Unauthorized - Logon failed"

401 2 Default "Unauthorized - Logon failed due to server configuration"

401 3 Default "Unauthorized - Unauthorized due to ACL on resource"

401 4 Default "Unauthorized - Authorization failed by filter"

401 5 Default "Unauthorized - Authorization failed by ISAPI/CGI app"

401 7 Default "Unauthorized - Denied due to URL Authorization policy"
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Error
Number

Error
Subnumber Type Value

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm
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Virtual Directory List:

Web Directory List:

Physical Directory List:

BITS Server Extension
BITS Server Extension:

aspnet_client

A = Allow D = Deny, + = Permission is not inherited

Directory Access

*NULL*

*NULL*

*NULL*

*NULL*

Table 43. Security Permissions

● Web Directory name: .
● Path:

Error
Number

Error
Subnumber Type Value

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

aspnet_client
c:\inetpub\wwwroot\aspnet_client

Account Full Modify Exec List Read Write Spec.

Administrators A+ A+ A+ A+ A+ A+

Everyone A+

SYSTEM A+ A+ A+ A+ A+ A+

Users A+

● Script source access: disabled.
● Read Access: enabled.
● Write Access: disabled.
● Directory Browsing: disabled.
● Log visits: enabled.
● Index this resource: enabled.
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Application Settings

Application Mapping

Table 44. Script Maps

● Name:
● Execute Permissions: .
● Application Pool:

● The caching of ISAPI applications is .

Default Application
None

DefaultAppPool

enabled

Extension Executable Path Verbs

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST
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Wildcard Application Maps:

Application Options

ASP File Cache

*NULL*

Extension Executable Path Verbs

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

● Application Protection: Medium (Pooled).
● The Session State is enabled with a session timeout of 20 minutes.
● Buffering is enabled.
● Parent paths are disabled.
● The default ASP Language is VBScript.
● The ASP Script Timeout is 90 seconds.
● Side by Side assemblies: disabled
● Manifest file name: disabled

● Max ASP files cached in memory: 500.
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Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

Table 45. Custom Headers

Content Ratings
Directory Rating:

Mime Types:

● Max ASP files cached on disk: .
● Disc Cache directory: .
● The number of Script Engines cached: .

● Server-side ASP Script Debugging is .
● Client-side ASP Script Debugging is .
● are sent to the client.

● Default Documents are
● Document Footer is .

● Anonymous is .

● Basic authentication is .
● Integrated windows authentication is .
● Digest authentication is .
● NET Passport authentication is disabled.
● Default Domain: not defined.
● Realm: not defined.

● All computers will be access

● Content Expiration: .

*NULL*

*NULL*

2000
%windir%\system32\inetsrv\ASP Compiled Templates

250

disabled
disabled

Detailed ASP error messages

disabled
disabled

enabled
○ Anonymous user name is IUSR_MRBSRV1.
○ Allow IIS to control password is enabled.

disabled
disabled

disabled

granted

Expire after 1 Day(s)

Header Name Header Value

X-Powered-By ASP.NET
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Table 46. Custom Errors

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

401 2 FILE C:\WINDOWS\help\iisHelp\common\401-2.htm

401 3 FILE C:\WINDOWS\help\iisHelp\common\401-3.htm

401 4 FILE C:\WINDOWS\help\iisHelp\common\401-4.htm

401 5 FILE C:\WINDOWS\help\iisHelp\common\401-5.htm

401 7 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm
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Virtual Directory List:

Web Directory List:

system_web

Directory access, application settings and all other properties are inherited from the parent
folder. Note, that after you customize the settings for a physical directory it becomes a virtual
directory.

Physical Directory List:

6 SMTP Virtual Servers

*NULL*

*NULL*

*NULL*

Table 47. SMTP Virtual Servers

● Physical directory name: .
● Full path: .
● Creation time: .

Error
Number

Error
Subnumber Type Value

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

system_web
c:\inetpub\wwwroot\aspnet_client\system_web

Wednesday, February 27, 2008 2:21:58 PM

Description Status

Default SMTP Virtual Server Running
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6.1 Default SMTP Virtual Server

Table 48. Server Bindings

Incoming Connections

Outgoing Connections

Logging

Authentication

Communication

Connection Control

Relay Restrictions

● Server description: .
● Server state: .

Default SMTP Virtual Server
Running

IP Address TCP Port

(All Unassigned) 25

● The maximum simultaneous connections: Unlimited.
● The connection timeout is 600 seconds.

● Connection Limit: 1000.
● Time-out is 10 minutes.
● Connection limit per domain: 100.
● TCP Port is 25.

● Logging is disabled.

● Anonymous is enabled.
● Basic authentication is enabled.
● Integrated windows authentication is enabled.

● Default domain: .
● TLS Encryption is disabled.

● Secure channel is not required.

● All computers will be granted access

● No computers will be allowed to relay through this virtual server.



Powered by Ecora Auditor Professional 4.5                                                                                                   Page 71 of 86

Configuration Report                                                                                                  Tuesday, April 22, 2008 8:20:26 AM

● Allow all computers which successfully authenticate to relay: Yes.

Messages
● Message size limit (KB): Unlimited.
● Session size limit (KB): Unlimited.
● Max number of messages per connection: 20.
● Max recipients per message: 64000.
● Send a copy of non-delivery report to: .
● Bad mail directory is C:\Program Files\Exchsrvr\Mailroot\vsi 1\BadMail.

Delivery
● Outbound

○ First retry interval: 10 minutes.
○ Second retry interval: 10 minutes.
○ Third retry interval: 10 minutes.
○ Subsequent retry interval: 15 minutes.
○ Delay notification is 12 hours.
○ Expiration timeout is 2 days.
Local
○ Delay notification is 12 hours.
○ Expiration timeout is 2 days.

● Outbound Security
○ Anonymous access will be used for outbound security.
○ TLS encryption is disabled.

● Advanced Delivery
○ Maximum Hop Count is 30 hops.
○ Masquerade Domain: .
○ Fully qualified domain name: MRBSRV1.Ecorademo.com.
○ Smart host: .
○ Attempt direct delivery before sending to smart host: *NULL*.
○ Perform reverse DNS lookup on incoming messages: No.

LDAP Routing
● LDAP Routing is enabled.

○ Server is Not defined
○ Schema is .
○ Binding is Service account.
○ Domain is not defined.
○ User name is not defined.
○ Base is not defined.
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Operators

6.1.1 SMTP Domains

Table 49. SMTP Domains

Domain

Outbound Security:

Ecorademo.com

Outbound Security:

7 NNTP Virtual Servers

*NULL*

*NULL*

Table 50. NNTP Virtual Servers

1. NT AUTHORITY\SYSTEM
2. NT AUTHORITY\LOCAL SERVICE
3. NT AUTHORITY\NETWORK SERVICE
4. MRBSRV1\IIS_WPG
5. BUILTIN\Administrators
6. ECORADEMO\MRBSRV1$
7. ECORADEMO\Exchange Domain Servers
8. ECORADEMO\Administrator
9. ECORADEMO\Exchange Domain Servers
10.ECORADEMO\Ecora
11.ECORADEMO\Enterprise Admins
12.ECORADEMO\Domain Admins

● Domain name: .
● Domain type: .

● Domain name: .
● Domain type: .

Name Type

Domain Local (Default)

Ecorademo.com Custom

Domain
Local (Default)

Ecorademo.com
Custom

Description Status

Default NNTP Virtual Server Stopped
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7.1 Default NNTP Virtual Server

Connections

Table 51. Server Bindings

Logging

Authentication

Connection Control

Settings

Table 52. SSL Identities

● Server description: .
● Server state: .
● Path header: .

● Maximum simultaneous connections: .
● Connection timeout is seconds.

Default NNTP Virtual Server
Stopped

5000
120

IP Address TCP Port

(All Unassigned) 119

IP Address SSL Port

(All Unassigned) 563

● Logging is disabled.

● Anonymous is disabled.
● Basic authentication is enabled.
● Integrated windows authentication is enabled.
● SSL client authentication is disabled.

● All computers will be granted access

● Client posting is allowed.

● Post size limit (KB): 1000.
● Connection size limit (MB): 20.

● Feed posting is allowed.

● Post size limit (KB): 1500.
● Connection size limit (MB): 40.
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Operators

7.1.1 Virtual Directories

Table 53. Virtual Directories

control

Access restrictions

Content Control

● Other servers allowed to pull news articles from this server.
● Control messages allowed.
● SMTP server for moderated groups: Not defined.
● Default moderator domain: Not defined.
● Administrator E-mail Account: .

1. NT AUTHORITY\SYSTEM
2. NT AUTHORITY\LOCAL SERVICE
3. NT AUTHORITY\NETWORK SERVICE
4. MRBSRV1\IIS_WPG
5. BUILTIN\Administrators
6. ECORADEMO\MRBSRV1$
7. ECORADEMO\Exchange Domain Servers
8. ECORADEMO\Administrator
9. ECORADEMO\Exchange Domain Servers
10.ECORADEMO\Ecora
11.ECORADEMO\Enterprise Admins
12.ECORADEMO\Domain Admins

are
are not

usenet

Name Location

control C:\Inetpub\nntpfile\root\control

ROOT /Internet Newsgroups

● Virtual Directory: control
● Content Location: C:\Inetpub\nntpfile\root\control.

● Posting to this virtual directory is enabled.
● Visibility is not restricted.

● Content is indexed.
● Log Access Enabled
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Security

ROOT

Access restrictions

Content Control

Security

7.1.2 Expiration Policies
*NULL*

* Attributes for this topic have been suppressed *

8 Application Pools
Table 54. Application Pools

8.1 DefaultAppPool

● Secure channel required.

● Virtual Directory:
● Content Location: .

● Posting to this virtual directory is .
● Visibility restricted.

● Content indexed.
● Log Access

● Secure channel required.

is not

ROOT
/Internet Newsgroups

enabled
is not

is
Enabled

is not

Name Status Account

DefaultAppPool Started Network Service

ExchangeApplicationPool Started Local System

ExchangeMobileBrowseApplicationPo
ol

Started Network Service

● Application pool name: DefaultAppPool.
● Application pool is Started.
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Recycling

Memory Recycling

Performance

CPU Monitoring

Web Garden

Health

Identity

Table 55. Applications in this Application Pool

8.2 ExchangeApplicationPool

● Recycle working processes (in minutes): .
● Recycle working process (number of requests): .
● Recycle working processes at the following times:

● Maximum virtual memory (in megabytes): .
● Maximum used memory (in megabytes): .

● Shutdown worker processes after being idle for (time in minutes): .
● Limit the kernel request queue (number of requests): .

● CPU monitoring is .

● Maximum number of worker processes: .

● Pinging is , ping worker processes every seconds.
● Rapid-fail protection is ( failures within minutes).
● Startup time limit: seconds.
● Shutdown time limit: seconds.

● Security account for this application pool: , user: .

1740
Disabled

disabled

Disabled
Disabled

20
1000

disabled

1

enabled 30
enabled 5 5

90
90

Network Service *NULL*

Description Path

Default Application <Default Web Site>

● Application pool name: ExchangeApplicationPool.
● Application pool is Started.
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Recycling

Memory Recycling

Performance

CPU Monitoring

Web Garden

Health

Identity

Table 56. Applications in this Application Pool

● Recycle working processes (in minutes): .
● Recycle working process (number of requests): .
● Recycle working processes at the following times:

● Maximum virtual memory (in megabytes): .
● Maximum used memory (in megabytes): .

● Shutdown worker processes after being idle for (time in minutes): .
● Limit the kernel request queue (number of requests): .

● CPU monitoring is .

● Maximum number of worker processes: .

● Pinging is , ping worker processes every seconds.
● Rapid-fail protection is ( failures within minutes).
● Startup time limit: seconds.
● Shutdown time limit: seconds.

● Security account for this application pool: , user: .

Disabled
Disabled

disabled

Disabled
Disabled

Disabled
1000

disabled

1

enabled 30
enabled 5 5

90
90

Local System *NULL*

Description Path

/LM/W3SVC/1/root/Microsoft-Server-
ActiveSync

<Default Web
Site>/Microsoft-Server-ActiveSync

Default Application <Default Web Site>/Exadmin

Default Application <Default Web Site>/Exchange

Default Application <Default Web Site>/ExchWeb

Default Application <Default Web Site>/Public
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8.3 ExchangeMobileBrowseApplicationPool

Recycling

Memory Recycling

Performance

CPU Monitoring

Web Garden

Health

Identity

Description Path

Default Application <Default Web Site>/ExchWeb/bin

● Application pool name: ExchangeMobileBrowseApplicationPool.
● Application pool is Started.

● Recycle working processes (in minutes): Disabled.
● Recycle working process (number of requests): Disabled.
● Recycle working processes at the following times: disabled

● Maximum virtual memory (in megabytes): Disabled.
● Maximum used memory (in megabytes): Disabled.

● Shutdown worker processes after being idle for (time in minutes): Disabled.
● Limit the kernel request queue (number of requests): 1000.

● CPU monitoring is disabled.

● Maximum number of worker processes: 1.

● Pinging is enabled, ping worker processes every 30 seconds.
● Rapid-fail protection is enabled (5 failures within 5 minutes).
● Startup time limit: 90 seconds.
● Shutdown time limit: 90 seconds.

● Security account for this application pool: Network Service, user: *NULL*.
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Table 57. Applications in this Application Pool

9 Backups

Automatic Backups are not shown here.

10 Default Web Site Properties

Connections

Logging

Table 58. IIS Server backups

Description Path

/LM/W3SVC/1/root/OMA <Default Web Site>/OMA

Location Backup # Date/Time

Initial Backup - created automatically by IIS
setup

1 Wednesday, February
27, 2008 12:17:50 PM

● Maximum simultaneous connections: Unlimited.
● Connection timeout is 120 seconds.

● HTTP Keep-Alives are enabled.

● Logging is enabled.
○ Active log format: W3C Extended Log File Format.
ODBC Logging Properties: *NULL*
○ New log time period: Daily, file size: *NULL* MB
○ Log file directory: C:\WINDOWS\system32\LogFiles.
○ Local date is not used for Log naming and rollover.
○ Extended Logging Options

Both date and time will be displayed for the following:
■ Client IP Address
■ User Name
■ Service Name
■ Server IP Address
■ Server Port
■ Method
■ URI Stem
■ URI Query
■ Protocol Status
■ Protocol Substatus
■ Win32 Status
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Table 59. ISAPI Filters

Operators

Directory Access

Application Settings

Application Mapping

● Performance tuning is set for hits per day.

■ User Agent
■ Active Processes
■ Event Logging
■ Kernel CPU Time
■ Process Logging
■ Page Faults
■ Process Type
■ Process Terminating
■ Process Total
■ User CPU Time

fewer than 100,000

Name Status Description Executable Priority

ASP.NET_1.1.432
2.2379

Loaded ASP.NET
Cookieless
Session Filter

C:\WINDOWS\Mic
rosoft.NET\Frame
work\v1.1.4322\a
spnet_filter.dll

Low

1. NT AUTHORITY\LOCAL SERVICE
2. NT AUTHORITY\NETWORK SERVICE
3. MRBSRV1\IIS_WPG
4. BUILTIN\Administrators

● Script source access: disabled.
● Read Access: enabled.
● Write Access: disabled.
● Directory Browsing: disabled.
● Log visits: enabled.
● Index this resource: enabled.

● Name:
● Execute Permissions: None.

● The caching of ISAPI applications is enabled.



Powered by Ecora Auditor Professional 4.5                                                                                                   Page 81 of 86

Configuration Report                                                                                                  Tuesday, April 22, 2008 8:20:26 AM

Table 60. Script Maps

Extension Executable Path Verbs

.asa C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.asax C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ascx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.ashx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asmx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.asp C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.aspx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.axd C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cdx C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.cer C:\WINDOWS\system32\inetsrv\asp.
dll

GET,HEAD,POST,TRACE

.config C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.cs C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.csproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.idc C:\WINDOWS\system32\inetsrv\http
odbc.dll

GET,POST

.licx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.rem C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resources C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.resx C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG
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Wildcard Application Maps:

Application Options

Application Process Options

ASP File Cache

*NULL*

Extension Executable Path Verbs

.shtm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.shtml C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.soap C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.stm C:\WINDOWS\system32\inetsrv\ssin
c.dll

GET,POST

.vb C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vbproj C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.vsdisco C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

.webinfo C:\WINDOWS\Microsoft.NET\Framew
ork\v1.1.4322\aspnet_isapi.dll

GET,HEAD,POST,DEBUG

● The Session State is enabled with a session timeout of 20 minutes.
● Buffering is enabled.
● Parent paths are disabled.
● The default ASP Language is VBScript.
● The ASP Script Timeout is 90 seconds.
● Side by Side assemblies: disabled
● Manifest file name: disabled

● Writing unsuccessful requests is enabled.
● Debugging exception catching is enabled.
● The CGI Script Timeout is 300 seconds.

● Max ASP files cached in memory: 500.
● Max ASP files cached on disk: 2000.
● Disc Cache directory: %windir%\system32\inetsrv\ASP Compiled Templates.
● The number of Script Engines cached: 250.
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Application Debugging

Documents

Authentication

IP Address and Domain Name Restrictions

HTTP Headers

Table 61. Custom Headers

Content Ratings
Directory Rating:

Mime Types:

● Server-side ASP Script Debugging is .
● Client-side ASP Script Debugging is .
● are sent to the client.

● Default Documents are

● Document Footer is .

● Anonymous is .

● Basic authentication is .
● Integrated windows authentication is .
● Digest authentication is .
● NET Passport authentication is disabled.
● Default Domain: not defined.
● Realm: not defined.

● All computers will be access

● Content Expiration: .

*NULL*

*NULL*

disabled
disabled

Detailed ASP error messages

enabled
Default Documents
A. Default.htm
B. Default.asp
C. index.htm
D. Default.aspx

disabled

enabled
○ Anonymous user name is IUSR_MRBSRV1.
○ Allow IIS to control password is enabled.

disabled
disabled

disabled

granted

Expire after 1 Day(s)

Header Name Header Value

X-Powered-By ASP.NET
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Table 62. Custom Errors

Error
Number

Error
Subnumber Type Value

400 *NULL* FILE C:\WINDOWS\help\iisHelp\common\400.htm

401 1 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

401 2 FILE C:\WINDOWS\help\iisHelp\common\401-2.htm

401 3 FILE C:\WINDOWS\help\iisHelp\common\401-3.htm

401 4 FILE C:\WINDOWS\help\iisHelp\common\401-4.htm

401 5 FILE C:\WINDOWS\help\iisHelp\common\401-5.htm

401 7 FILE C:\WINDOWS\help\iisHelp\common\401-1.htm

403 1 FILE C:\WINDOWS\help\iisHelp\common\403-1.htm

403 2 FILE C:\WINDOWS\help\iisHelp\common\403-2.htm

403 3 FILE C:\WINDOWS\help\iisHelp\common\403-3.htm

403 4 FILE C:\WINDOWS\help\iisHelp\common\403-4.htm

403 5 FILE C:\WINDOWS\help\iisHelp\common\403-5.htm

403 6 FILE C:\WINDOWS\help\iisHelp\common\403-6.htm

403 7 FILE C:\WINDOWS\help\iisHelp\common\403-7.htm

403 8 FILE C:\WINDOWS\help\iisHelp\common\403-8.htm

403 9 FILE C:\WINDOWS\help\iisHelp\common\403-9.htm

403 10 FILE C:\WINDOWS\help\iisHelp\common\403-10.htm

403 11 FILE C:\WINDOWS\help\iisHelp\common\403-11.htm

403 12 FILE C:\WINDOWS\help\iisHelp\common\403-12.htm

403 13 FILE C:\WINDOWS\help\iisHelp\common\403-13.htm

403 14 Default "Forbidden - Directory Listing Denied"

403 15 FILE C:\WINDOWS\help\iisHelp\common\403-15.htm

403 16 FILE C:\WINDOWS\help\iisHelp\common\403-16.htm

403 17 FILE C:\WINDOWS\help\iisHelp\common\403-17.htm

403 18 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 19 FILE C:\WINDOWS\help\iisHelp\common\403.htm

403 20 FILE C:\WINDOWS\help\iisHelp\common\403-20.htm

404 *NULL* FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 2 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

404 3 FILE C:\WINDOWS\help\iisHelp\common\404b.htm

405 *NULL* FILE C:\WINDOWS\help\iisHelp\common\405.htm

406 *NULL* FILE C:\WINDOWS\help\iisHelp\common\406.htm
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ASP .NET

Service

Isolation Mode

HTTP Compression

11 Default FTP Properties

* Attributes for this topic have been suppressed *

*NULL*

Error
Number

Error
Subnumber Type Value

407 *NULL* FILE C:\WINDOWS\help\iisHelp\common\407.htm

412 *NULL* FILE C:\WINDOWS\help\iisHelp\common\412.htm

414 *NULL* FILE C:\WINDOWS\help\iisHelp\common\414.htm

415 *NULL* FILE C:\WINDOWS\help\iisHelp\common\415.htm

500 *NULL* Default "Internal Server Error"

500 12 FILE C:\WINDOWS\help\iisHelp\common\500-12.htm

500 13 FILE C:\WINDOWS\help\iisHelp\common\500-13.htm

500 15 FILE C:\WINDOWS\help\iisHelp\common\500-15.htm

500 16 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 17 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 18 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 19 FILE C:\WINDOWS\help\iisHelp\common\500.htm

500 100 Default "Internal Server Error - ASP error"

501 *NULL* Default "Not Implemented"

502 *NULL* Default "Bad Gateway"

● ASP .NET version: 1.1.4322.

● Run WWW Service in 5.0 isolation mode: Disabled

● Compress application files Disabled
● Compress static files Disabled
● Temporary directory: *NULL*
● Maximum temporary directory size: *NULL* MB.
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12 Default Application Pool Properties

Recycling
● Recycle working processes (in minutes): 1740.
● Recycle working process (number of requests): Disabled.
● Recycle working processes at the following times: disabled

Memory Recycling
● Maximum virtual memory (in megabytes): Disabled.
● Maximum used memory (in megabytes): Disabled.

Performance
● Shutdown worker processes after being idle for (time in minutes): 20.
● Limit the kernel request queue (number of requests): 1000.

CPU Monitoring
● CPU monitoring is disabled.

Web Garden
● Maximum number of worker processes: 1.

Health
● Pinging is enabled, ping worker processes every 30 seconds.
● Rapid-fail protection is enabled (5 failures within 5 minutes).
● Startup time limit: 90 seconds.
● Shutdown time limit: 90 seconds.

Identity
● Security account for this application pool: Network Service, user: *NULL*.
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