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Table 1. 192.168.3.11

Line # Line Content

Building configuration...
: Saved

PIX Version 5.3(1)

nameif ethernet0 outside security0
nameif ethernetl inside security100
nameif ethernet2 intf2 security10
nameif ethernet3 intf3 security15
nameif ethernet4 intf4 security20
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nameif ethernet5 intf5 security25
enable password HuotbhfghfARp3HG encrypted
passwd QJ8.2ccTxsJzuuzQ encrypted
hostname pixqa

domain-name ecoraga.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

names

access-list 101 permit ip 192.168.3.0 255.255.255.0 192.168.168.0 255.255.255.0
access-list 102 permit ip 192.168.3.0 255.255.255.0 192.168.168.0 255.255.255.0

no pager
logging on

no logging timestamp

no logging standby

no logging console

no logging monitor

no logging buffered

no logging trap

no logging history

logging facility 20

logging queue 512

interface ethernet0 100basetx

interface ethernetl 100basetx

interface ethernet2 100basetx shutdown
interface ethernet3 100basetx shutdown
interface ethernet4 100basetx shutdown
interface ethernet5 100basetx shutdown

icmp permit any echo outside

icmp permit any echo inside

icmp permit 192.168.0.0 255.255.255.0 inside
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icmp permit 192.168.3.0 255.255.255.0 inside

mtu outside 1500

mtu inside 1500

mtu intf2 1500

mtu intf3 1500

mtu intf4 1500

mtu intf5 1500

ip address outside 10.10.10.5 255.255.255.255

ip address inside 192.168.3.11 255.255.255.0

ip address intf2 127.0.0.1 255.255.255.255

ip address intf3 127.0.0.1 255.255.255.255

ip address intf4 127.0.0.1 255.255.255.255

ip address intf5 127.0.0.1 255.255.255.255

ip audit info action alarm

ip audit attack action alarm

ip local pool vpnpooll 192.168.168.1-192.168.168.254
no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address intf2 0.0.0.0

failover ip address intf3 0.0.0.0

failover ip address intf4 0.0.0.0

failover ip address intf5 0.0.0.0

arp timeout 60

nat (inside) 0 access-list 102

route outside 0.0.0.0 0.0.0.0 10.10.10.1 1

route inside 192.168.0.0 255.255.255.0 192.168.3.7 1
route inside 192.168.7.0 255.255.255.0 192.168.3.7 1
route inside 192.168.8.0 255.255.255.0 192.168.3.7 1
route inside 192.168.28.0 255.255.255.0 192.168.3.7 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h323 0:05:00 sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute
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aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server TACACS protocol tacacs+
aaa-server TACACS (inside) host 192.168.0.10 timeout 5
url-server (inside) host 192.168.0.10 timeout 5 protocol TCP version 1
aaa authentication include http outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 TACACS
filter url http 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

tftp-server inside 192.168.3.11 /tftpboot

no floodguard enable

sysopt connection permit-ipsec

no sysopt route dnat

auth-prompt prompt "Hello Pix User"
isakmp identity hostname

telnet 192.168.0.0 255.255.255.0 inside
telnet 192.168.3.11 255.255.255.255 inside
telnet 192.168.3.0 255.255.255.0 inside
telnet 192.168.8.0 255.255.255.0 inside
telnet 192.168.28.0 255.255.255.0 inside
telnet 192.168.7.0 255.255.255.0 inside
telnet timeout 5

ssh 192.168.3.11 255.255.255.255 outside
ssh 192.168.3.0 255.255.255.0 outside

ssh 192.168.0.0 255.255.255.0 inside

ssh 192.168.3.11 255.255.255.255 inside
ssh 192.168.3.0 255.255.255.0 inside

ssh 192.168.28.0 255.255.255.0 inside

ssh 192.168.8.0 255.255.255.0 inside

ssh 192.168.7.0 255.255.255.0 inside

ssh timeout 5

vpdn username joeb password joeb

vpdn enable outside
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115 terminal width 100

116 Cryptochecksum:de99134446abd411dd2daf4404c55b6d
117 : end

118 [OK]
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