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The server IP address 10.1.7.79

The server type is Regular Management server
This server running as Primary server

The CPMI server version is 6.2.

This server installed as Management and module.



Configuration Report Friday, April 18, 2008 10:58:38 AM

The hight availability mode is Active.

1 Policies

1.1 Firewall Policies

There are 1 firewall policies defined.
Firewall Policies:
e ##Standard

1.1.1 Firewall Policy ##Standard

Table 1. Policy Rules

Co

Ins m

Destinat tall | Tim me

No ' Enabled Name Source |ion VPN Service |Action Track On e nt

1 Yes Rulel Internal Any Any Any drop None Poli An
Net cy vy

Tar

get

2 Yes Rule2 LocalMa All_GwT Any reject None Poli Mid
chine oGw cy hig
Tar htl

get

3 Yes Rule3 Any Any Any Any accept None Poli An
ey 'y
Tar
get
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2 Check Point Objects

2.1 Network Objects

2.1.1 Check Point
Host Check Point: *NULL*

2.1.2 Nodes
Gateway: *NULL*

AuditorClient
General Properties

¢ Name: AuditorClient.
e IP Address: 10.1.7.90.
e Comments: Not Defined.

Products

e Configuring of the Web Server is disabled.
e Configuring of the Mail Server is disabled.
e Configuring of the DNS Server is disabled.

Interfaces

e There are no interfaces defined.

NAT

e Addition Automatic Address Translation rules is disabled.

SNMP

e sysName: Not Defined.

e syslocation: Not Defined.

e sysContact: Not Defined.

e sysDescription: Not Defined.

e The community with read permission for this object is Not Defined.
e The community with write permission for this object is Not Defined.

Last Modified

e Time: Fri Mar 14 16:15:00 2008.
e User: administrator.
e Host: Checkpt-NGX-R65.
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2.1.3 Dynamic Objects
There are 6 dynamic objects defined.
LocalMachine

e Bogus IP: 0.0.2.1
e Comments: Check Point Local Machine (Dynamic Interfaces).

Table 1. Object References

Context
Name Table Type Is Removable? | (From->To)
User2 users link Yes destinations
Table 2. Active Policy References

Is

Remova
Name Type Column Last In Cell? ble? Context
##Standard Security Destination Yes Yes
LocalMachine_All_Interfaces
e Bogus IP: 0.0.3.1
e Comments: Check Point Local Machine (All Interfaces).
Object Referrals: *NULL*
Policy Referrals: *NULL*
InternalNet
e Bogus IP: 3.2.1.0
e Comments: Not Defined.
Object Referrals: *NULL*
Table 3. Active Policy References

Is

Remova
Name Type Column Last In Cell? ble? Context
##Standard Security Source Yes Yes

DMZNet

e Bogus IP: 3.3.1.0
e Comments: Not Defined.

Object Referrals: *NULL*
Policy Referrals: *NULL*
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AuxiliaryNet

e Bogus IP: 3.4.1.0
e Comments: Not Defined.

Object Referrals: *NULL*
Policy Referrals: *NULL*
CPDShield

e Bogus IP: 0.0.0.1
e Comments: DSHIELD IP blocklist.

Table 4. Object References

Context
Name Table Type Is Removable? | (From->To)
SDT_DShieldStor asm link No dynobj_ref
mCenter_downstr
eam
User2 users link Yes sources

Policy Referrals: *NULL*

2.1.4 Groups

There are no simple groups defined.
There are no groups with exclusion defined.
There are no user authority groups defined.

2.2 Services

2.2.1 TCP Services
There are 191 TCP services defined.
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Table 5. TCP Services

Name

CP_SSL

_Networ
k_Exten
der

FW1_ica
_mgmt_
tools

MySQL

HTTP_a
nd_HTT
PS_prox
y

Postgre
SQL

SCCP

Port
444

18265

3306

8080

5432

2000

Source | Protocol
Port Type

SCCP_T
CP

(sec)
3600

3600

3600

3600

3600

3600

Kee

P
con

Session | nec
Timeout

tio
ns
No

No

No

No

No

No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

Match
for 'Any'

No

Yes

Yes

No

Yes

No

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,
after| Sync on
(sec)| Cluster
No Yes
No Yes
No Yes
No Yes
No Yes
No Yes

Comme
nts

SSL
Network

Extende
r port

Check
Point
Internal
CA
Manage
ment
Tools

Support
ed from
version
R55W,
MySQL
databas
e server

Support
ed from
version
R55W,
Postgre

SQL
databas
e server

Support
ed from
version
R55W,
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Ena
Kee ble

con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts

Skinny
Client
Control
Protocol
(SCCP)

IPSO_CI 1111 3600 Yes No Yes No Yes used for

ustering

_Mgmt_ distribut

Protocol ing
configur
ation
changes
among
cluster
member
s and
cluster
wide
monitori
ng

FW1 256 3600 No No Yes No Yes Check
Point
VPN-1 &

FireWall
-1
Service
FW1 lo 257 3600 No No Yes No Yes Check
g Point
VPN-1 &

FireWall
-1 Logs
FIBMGR 2010 3600 No No Yes No Yes Forward
ing
Informa
tion
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Name Port

FW1_m 258
gmt

FW1 cl 259
ntauth_
telnet

FW1_cl 900
ntauth_
http

Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on
Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster
3600 No No Yes No Yes
3600 No No Yes No Yes
3600 No No Yes No Yes

Comme
nts

Base
Manage
r_
Dynami
C
Routing
Cluster
config

Check
Point
Manage
ment
(Version
4.X)

Check
Point
VPN-1 &

FireWall
-1
Client
Authenti
cation
(Telnet)

Check
Point
VPN-1 &

FireWall
-1
Client
Authenti
cation
(HTTP)
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Name

FW1_sn
auth

FW1_to
po

FW1_ke

FW1_cv

FW1_uf

Port
261

264

265

18181

18182

Source | Protocol
Port Type

FW1_CV

(sec)
3600

3600

3600

3600

3600

Kee

P
con

Session | nec
Timeout tio

ns
No

No

No

No

No

Ena
ble
TC

Res

our
ce

No

No

No

No

No

Match
for 'Any'

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Comme
nts

Check
Point
VPN-1 &

FireWall
-1
Session
Authenti
cation

Check
Point
VPN-1
SecuRe
mote
Topolog
y
Request
S

Check
Point
VPN-1
Public
Key
Transfer

Protocol

Check
Point
OPSEC
Content

Vectorin

g
Protocol
Check
Point
OPSEC
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Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts

URL
Filtering

Protocol

FW1_a 18193 3600 No No Yes No Yes Check

mon Point
OPSEC
Applicat
ion
Monitori
ng

FW1_o 18185 3600 No No Yes No Yes Check

mi Point
OPSEC
Objects
Manage
ment
Interfac
e

FW1_o 18186 3600 No No Yes No Yes Check

mi-sic Point
OPSEC
Objects
Manage
ment
Interfac
e with
Secure
Internal

Commu
nication

CP_repo 18205 3600 No No Yes No Yes Check

rting Point
Reportin
g Client
Protocol
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Name

FW1_CP
RID

FW1_ne
tso

FW1_ua

FW1_psl
ogon

FW1_psl
ogon_N

FW1_sd
s_logon

Port
18208

19190

19191

18207

18231

18232

Session
Source |Protocol @ Timeout
Port Type (sec)

3600

3600

3600

3600

3600

3600

Kee

P
con

nec
tio
ns
No

No

No

No

No

No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

Match
for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on
Cluster|nts

(sec)
No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Comme

Check
Point
Remote
Installat
ion
Protocol
Check
Point
User
Authorit
y simple

protocol

Check
Point
OPSEC
User
Authorit
y API

Check
Point
Policy
Server
Logon
protocol

Check
Point
NG
Policy
Server
Logon
protocol

Check
Point
SecuRe
mote
Distribu
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Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts
tion
Server
Protocol

FW1_ le 18184 3600 No No Yes No Yes Check

a Point
OPSEC
Log
Export
API

FW1_ el 18187 3600 No No Yes No Yes Check
a Point
OPSEC
Event
Logging
API
CP_rtm 18202 3600 No No Yes No Yes Check
Point
Real
Time
Monitori
ng
FW1_sa 18183 3600 No No Yes No Yes Check
m Point
OPSEC
Suspicio
us
Activity
Monitor
API

FW1_ica 18210 3600 No No Yes No Yes Check

_pull Point
Internal
CA Pull
Certifica
te
Service
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Name Port

FW1_ica 18211
_push

FW1 ica 18264
_service
S

CP_redu 18221
ndant

CPMI 18190

CPD 18191

Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts

3600 No No Yes No Yes Check
Point
Internal
CA
Push
Certifica
te
Service

3600 No No Yes No Yes Check
Point
Internal
CA
Fetch
CRL and
User
Registra
tion
Services

3600 No No Yes No Yes Check
Point
Redund
ant
Manage
ment
Protocol

3600 No No Yes No Yes Check
Point
Manage
ment
Interfac
e

3600 No No Yes No Yes Check
Point
Daemon

Protocol
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Name

CPD_a
mon

CP_Exn
et PK

CP_Exn
et_resol
ve

IKE_tcp

X11

OpenWi
ndows

Port
18192

18262

18263

500

6000-
6063

2000

Kee

P
con

Ena
ble
TC

P

Session | nec| Res

Source |Protocol @ Timeout
Port Type (sec)

3600

3600

3600

3600

3600

3600

tio
ns
No

No

No

No

No

No

our
ce

No

No

No

No

No

No

Match
for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

Check
Point
Internal

Applicat
ion
Monitori
ng
Check
Point
Extranet

public
key
resoluti
on

Check
Point
Extranet
remote
objects
resoluti
on

IPSEC
Internet
Key
Exchang
e
Protocol
over
TCP

X
Window
System
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Ena
Kee ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts
nfsd-tcp 2049 3600 No No Yes No Yes Network
File
System
Daemon
over
TCP
login 513 3600 No No Yes No Yes Remote
login
(rlogin)
exec 512 RSHELL 3600 No No Yes No Yes Remote
executio
n
(rexec)
shell 514 RSHELL 3600 No No Yes No Yes Remote
shell
(rsh)
ssh_ver 22 SSH2 3600 No No No No Yes Secure
sion_2 Shell,
version
1.x
block
ssh 22 3600 No No Yes No Yes secure
shell,
encrypt
ed and
authenti
cated
rsh
Citrix_I 1494 CitrixIC 3600 No No No No Yes Citrix
CA A ICA
general
Service.
telnet 23 3600 No No Yes No Yes Telnet
Protocol
ftp-port 21 FTP- 3600 No No No No Yes File

PORT Transfer



Configuration Report Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts

Protocol
- PORT
mode
only
ftp-pasv 21 FTP- 3600 No No No No Yes File
PASV Transfer

Protocol
- PASV
mode
only
ftp-bidir 21 FTP- 3600 No No No No Yes File
BIDIR Transfer

Protocol
with bi-
directio

nal data

transfer

ftp 21 FTP 3600 No No Yes No Yes File
Transfer

Protocol
uucp 540 3600 No No Yes No Yes Unix-to-
Unix
Copy
Program
http 80 HTTP 3600 No No Yes No Yes Hyperte
xt
Transfer

Protocol
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Name

gopher

wais

smtp

pop-2

pop-3

nntp

tcp-
high-
ports

Port
70

210

25

109

110

119

>1023

Source | Protocol

Port Type

SMTP

(sec)
3600

3600

3600

3600

3600

3600

3600

Kee

P
con

Session | nec
Timeout tio

ns
No

No

No

No

No

No

No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

No

Match
for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

No

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

The
Internet
Gopher

Protocol
Wide
Area
Informa
tion
Servers
Simple
Mail
Transfer

Protocol

Post
Office
Protocol
Version
2

Post
Office
Protocol
Version
3

Network

News
Transfer

Protocol
TCP
Ports
1024-
65535
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Name

netstat

finger

ident

AP-

Defende
r

AT-
Defende
-

securidp
rop

sqglnet1

Port
15

113

2626

2626

5510

1521

Session | nec| Res

Source |Protocol @ Timeout
Port Type (sec)

3600

3600

3600

3600

3600

3600

3600

Ena

Kee ble
p| TC
con P
tio| our
ns| ce
No No
No No
No No
No No
No No
No No
No No

Match
for 'Any'

Yes

Yes

Yes

Yes

No

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

UNIX
netstat
Protocol
, Show
network
status

UNIX,
Finger
Protocol
Identify
RCS
keyword
strings
in files
Defende
r
Authenti
cation
service

Defende
-
Authenti
cation
service

Token
based
Authenti
cation
service
(TCP)

Oracle
SQL*Ne
t
Version
1
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Name Port

sqglnet2- 1521
1521

sqglnet2- 1525
1525

sqglnet2- 1526
1526

echo- 7
tcp

domain- 53
tcp

Source
Port

Protocol
Type

SQLNET
2

SQLNET
2

SQLNET
2

DNS_TC

Session | nec| Res

Timeout

(sec)
3600

3600

3600

3600

3600

Ena

Kee ble
p| TC
con P
tio| our
ns| ce
No No
No No
No No
No No
No No

Match
for 'Any'

No

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Comme
nts

part of
Oracle
SQL*Ne
t
Version
2
Services

part of
Oracle
SQL*Ne
t
Version
2
Services

part of
Oracle
SQL*Ne
t
Version
2
Services

Echo
Protocol
(TCP)

Domain
Name
System
Downlo
ad
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Name Port

Kerbero 88

s v5_ T

CP

discard- 9

tcp

time-tcp 37

daytime 13

-tcp

ntp-tcp 123

ircl 6660-
6670

irc2 7000

lotus 1352

Source

Port

Protocol

Type

Kee

p

con

Session | nec
Timeout tio
(sec) ns
3600 No
3600 No
3600 No
3600 No
3600 No
3600 No
3600 No
3600 No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

No

No

Match
for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

Kerbero
S
authenti
cation
protocol

(version
5)
Discard
Server
Protocol
(TCP)
Time
Server
Protocol
(TCP)
Daytime
Server
Protocol
(TCP)

Network
Time

Protocol
(TCP)

Internet
Relay

Chat

Protocol

Internet
Relay

Chat

Protocol

Lotus
iNotes
Web
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Name Port

Real- 7070
Audio

rtsp 554
ssl_ v3 443
TACACS 49
plus

pptp-tcp 1723

Source
Port

Ena

Kee ble

p| TC

con P

Session | nec| Res
Protocol | Timeout tio| our Match
Type (sec)| ns| ce| for 'Any'
PNA 3600 No No Yes
RTSP 3600 No No Yes
SSL_V3 3600 No No No
3600 No No Yes
PPTP_T 3600 No No Yes

CP

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)

No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Comme
nts

Access
Protocol

RealNet
works
PNA
Protocol

Real
Time
Streami
ng
Protocol
SSL
version
3,
droppin
g
anythin
g else.
Termina
| Access

Controll
er
Access
Control
System
over
TCP

Point-
to-Point

Tunnelin

g
Protocol

extensio
n of PPP
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Name
H323

H323_a
ny

T.120

NCP

Orbix-
1570

Orbix-
1571

Port
1720

1720

1503

524

1570

1571

Source | Protocol

Port Type
H.323

H.323_
ANY

IIOP

IIOP

(sec)
3600

3600

3600

3600

3600

3600

Kee

P
con

Session | nec
Timeout tio

ns
No

No

No

No

No

No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

Match
for 'Any'

Yes

No

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on
Cluster|nts

(sec)
No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Comme

videoco
nferenc
e
transmi
ssions
over IP
network
s

videoco
nferenc
e
transmi
ssions
over IP
network
S

H323,
Applicat
ion
sharing
protocol

Novell
NetWar
e Core
Protocol

IONA
Orbix
Daemon
(IIOP)
Port
1570

IONA
Orbix
Daemon
(II0P)
Port
1571
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Name

OAS-
NameSe
rver

OAS-
ORB

Idap

Idap-ssl

Entrust-
Admin

Entrust-
KeyMg
mt

Port
2649

2651

389

636

710

709

Kee

P

con

Session | nec
Source | Protocol | Timeout tio

Port Type (sec)
II0P 3600

IIOP 3600

3600

3600

3600

3600

ns

No

No

No

No

No

No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

Match
for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

Oracle
Applicat
ion
Server
(IIOP)
NameSe
rver

Oracle
Applicat
ion
Server
(II0P)
ORB
Lightwei
ght
Director
y
Access
Protocol

Lightwei
ght
Director
y
Access
Protocol
over
TLS/SSL

Entrust
CA
Adminis
tration
Service

Entrust
CA Key
Manage
ment

Service
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Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts
RainWal 6374 3600 No No Yes No No RainWal
|_Comm | high
and availabil
ity
daemon
StoneBe 3002 3600 No No Yes No No Stoneso
at- ft
Control StoneBe
at
Control
StoneBe 3001 3600 No No Yes No No Stoneso
at- ft
Daemon StoneBe
at
Daemon
Heartbe
at
RealSec 2998 3600 No No Yes No Yes Automa
ure tic
'Suspici
ous
Activity
Monitori
ng'
activato
-
pcANYW 5631 3600 No No Yes No Yes PCs
HERE- remote
data access
security
softwar

e, data



Configuration Report Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts

pCcTELEC 2299 3600 No No Yes No Yes Symant

OMMUT ec

E- pCTELEC

FileSync OMMUT
E File
Synchro
nization

https 443 ENC- 3600 No No Yes No Yes HTTP
HTTP protocol

over
TLS/SSL

imap 143 3600 No No Yes No Yes Interacti
ve Mail
Access
Protocol

netshow 1755 NetSho 3600 No No Yes No Yes Microsof
w t
NetSho
w
(Windo
WS
Media
Player)

winfram 1494 WinFra 3600 No No Yes No Yes Allows

e me servers
to
provide
applicati
ons and
data
for
attache
d
comput
er
worksta
tions



Configuration Report Friday, April 18, 2008 10:58:38 AM

Ena
Kee ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio| our Match after| Sync on Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts
(Windo
ws)
Creative 453 3600 No No Yes No Yes The
Partner Server
Srvr listening
port
Creative 455 3600 No No Yes No Yes The
Partner Client
Cint listening
port
AOL 5190 3600 No No Yes No Yes AOL
Instant
Messen
ger.
Also
used
by: ICQ
& Apple
iChat
Connect 16384 3600 No No Yes No Yes
edOnLin
e
FW1_sd 65524 3600 No No Yes No Yes SecuRe
s_logon mote
NG Distribu
tion
Server
Protocol
(vC
and
higher)
MS- 1433 3600 No No Yes No Yes Microsof
SQL- t SQL

Server Server



Configuration Report Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts
MS- 1434 3600 No No Yes No Yes Microsof
SQL- t SQL
Monitor Monitor
MSNP 1863 3600 No No No No Yes MSN
Messen
ger
MSN_M 6891- 3600 No No Yes No Yes Microsof
essenge 6900 t
r_File_ T Network
ransfer Messen
ger File
Transfer
Yahoo_ 5050 3600 No No Yes No Yes Yahoo
Messen Messen
ger_me ger
ssages messag
es
Yahoo_ 5000- 3600 No No No No Yes Yahoo
Messen 5001 Messen
ger_Voi ger
ce_Chat Voice
_TCP Chat
Yahoo 5100 3600 No No Yes No Yes Yahoo
Messen Messen
ger_We ger
bcams Webcam
s video
Direct_ 411-412 3600 No No Yes No Yes Direct
Connect Connect
_TCP P2P
applicati
on.
Used
also by
other

clients



Configuration Report

Name

eDonke
y_4661

eDonke
y_4662

GNUtell
a_rtr T
CP

GNUtell
a_TCP

Port
4661

4662

6347

6346

Ena

Kee ble

p| TC

con P

Session | nec| Res

Source |Protocol Timeout tio| our
Port Type (sec)| ns ce
3600 No No

3600 No No

3600 No No

3600 No No

Match
for 'Any'

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Comme
nts

eDonke
y
protocol
. Used
also by
other
clients.

eDonke
Y
protocol
. Used
also by
other
clients.

Also
used
by:
BearSha
re,
ToadNo
de,
Gnucleu
S,
Xolox,
LimeWir
e

Also
used
by:
BearSha
re,
ToadNo
de,
Gnucleu
S,
Xolox,



Configuration Report Friday, April 18, 2008 10:58:38 AM

Ena
Kee ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts
LimeWir
e
Hotline_ 5500- 3600 No No Yes No Yes Hotline
client 5503 client
connecti
ons
Napster 6600- 3600 No No No No Yes Napster
_Client_ 6699 clients.
6600- Also
6699 used
by:
WinMX
Napster 4444 3600 No No Yes No Yes Napster
_directo director
ry_4444 y
connecti
ons
Napster 5555 3600 No No Yes No Yes Napster
_directo
ry_5555 director
Y
connecti
ons
Napster 6666 3600 No No No No Yes Napster
_directo
ry_6666 director
Y
connecti
ons
Napster 7777 3600 No No Yes No Yes Napster
_directo
ry_7777 director
Y
connecti

ons



Configuration Report

Name Port

Napster 8888
_directo
ry_8888
_primar

Y

Napster 8875
_redirec
tor

GoToMy 8200
PC

iMesh 5000

KaZaA 1214

Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on
Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster
3600 No No Yes No Yes
3600 No No Yes No Yes
3600 No No Yes No Yes
3600 No No Yes No Yes
3600 No No Yes No Yes

Comme
nts

Napster
director
y
connecti
ons
(Primar

y)

Remote
Comput
er
Access
&
Sharing
applicati
on, also
uses
HTTP
and
HTTPS
This
port
also
used by
many
trojans
and the
upnp
service
FastTrac
k
(KazaA/
Morphe
us) P2P
Protocol



Configuration Report

Name

Madster

RAT

Multidro
pper

Kaos

SkyDan
ce-T

DerSph
ere

Port
5025

1097-
1098

1035

1212

4000

1000

Source

Port

Protocol

Type

Kee

p

con

Session | nec
Timeout tio
(sec) ns
3600 No
3600 No
3600 No
3600 No
3600 No
3600 No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

Match
for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

Formerl
y called
Aimster

RAT
trojan
(Remot
e
Adminis
tration
Tool)

Multidro
pper
trojan
Kaos
trojan

Also
used
by:
Backdoo
r trojan

Also
used
by:
Direct
Connect
ion,Con
necter,I
nsane
Network
trojans



Configuration Report

Name
Freak2k

Jade

GateCra
sher

Kuang2
WinHole

ICKiller

HackaTa
ck_317
85

HackaTa
ck 317
87

HackaTa
ck 317
88

Port
7001

1024

6970

17300

1081

1027
31785

31787

31788

Kee

P
con

Ena
ble
TC

P

Session | nec| Res

Source |Protocol @ Timeout
Port Type (sec)

3600

3600

3600

3600
3600

3600
3600

3600

3600

tio
ns
No

No

No

No

No

No
No

No

No

our
ce

No

No

No

No

No

No
No

No

No

Match
for 'Any'

Yes

Yes

Yes

Yes
Yes

Yes
Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed

Sync,
after| Sync on
(sec)| Cluster
No Yes
No Yes
No Yes
No Yes
No Yes
No Yes
No Yes
No Yes
No Yes

Comme
nts

Also
used
by:
Freak88
,NetSno
oper
Gold
trojans

Also
used
by:
Latinus,
NetSpy,
RAT
trojans
and K
Display
Manage
-

GateCra
sher
trojan
Kuang2
trojan
WinHole
trojan
ICKiller

HackaTa
ck

HackaTa
ck
trojan
HackaTa
ck
trojan



Configuration Report Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts

HackaTa 31792 3600 No No Yes No Yes HackaTa
ck 317 ck
92 trojan

UltorsTr 1234 3600 No No Yes No Yes Also

ojan used
by:
SubSev
en Java
client

InCom 1029 3600 No No Yes No Yes Also

mand used
by: ICQ
Nuke
98
trojan

Xanadu 1031 3600 No No Yes No Yes Xanadu
trojan

SubSev 27374 3600 No No Yes No Yes Also

en used
by:Bad
Blood,E
GO, Lion
,Ramen,
Seeker,
The
Saint, Tf
tloader,
Webhea
d
trojans

HackaTa 31790 3600 No No Yes No Yes HackaTa
ck_317 ck
90 trojan

Terrortr 3456 3600 No No Yes No Yes Terror
ojan trojan



Configuration Report

Name Port
CrackDo 4444

wn

IpdwOr 515
m

TheFlu 5534

Shadys 1337
hell

TransSc 2004-
out 2005

Trinoo 1524

Sockets 1
desTroie

Remote 1025
_Storm

Source

Port

Protocol

Type

Kee

p

con

Session | nec
Timeout tio
(sec) ns
3600 No
3600 No
3600 No
3600 No
3600 No
3600 No
3600 No
3600 No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

No

No

Match
for 'Any'

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No

No

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

CrackDo
wn
trojan

Also
used
by:
Ramen
trojan
and
printer
service.

TheFlu
trojan

Shadys
hell
trojan

TransSc
out
trojan

Trinoo
trojan

Also
used by
the:
tcpmux
service

Also
used
by:
Fraggle
Rock,Ne
tSpy,md
5
Backdoo
-
trojans



Configuration Report

Name

SubSev
en-G

Bionet-
Setup

DaCrypt
Mneah
Port_66

67_troj
ans

Port
1243

5000

1074

4666

6667

Kee

p

con

Session | nec

Source | Protocol | Timeout tio
Port Type (sec) ns
3600 No

3600 No

3600 No

3600 No

3600 No

Ena
ble
TC

Res

our
ce

No

No

No

No

No

Match
for 'Any'

Yes

No

Yes
Yes

No

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on

(sec)
No

No

No
No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Comme
nts

Also
used
by:
Tiles
and
Backdoo
rg
trojans
Also
used
by:
Blazer5
, Bubbel
and
Back-
door
trojans

DaCrypt
ic trojan
Mneah
trojan

Used
by:
Dark
FTP,EGO
,Maniac
rootkit,
Moses,S
chedule
Agent,S
ubSeve
n,Trinity
,The
thing,Ka
itex,Win
Satan
trojans.



Configuration Report

Name

DerSph
ere_II

Port
2000

Backage 411

DameW
are

MSNMS

sip-tcp

sip_any
-tcp

6129

1863

5060

5060

Source
Port

Protocol
Type

MSNMS
_PROTO
CoL

SIP_TCP
_PROTO

SIP_AN
Y_TCP_
PROTO

(sec)
3600

3600

3600

3600

3600

3600

Kee

P
con

Session | nec
Timeout tio

ns
No

No

No

No

No

No

Ena
ble
TC

Res
our
ce

No

No

No

No

No

No

Match
for 'Any'

No

No

Yes

Yes

No

No

Friday, April 18, 2008 10:58:38 AM

Delayed
Sync,

after| Sync on Comme
Cluster|nts

(sec)
No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Also
used
by:Insa
ne
Network
,Last
2000,Re
mote
Explorer

2000,Se
nna Spy
Trojan
Generat
or
trojans

Backage
trojan

DameW
are Mini
Remote
Control

Protocol

Session
Initiatio
n
Protocol
over
TCP



Configuration Report Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio| our Match after| Sync on Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts
CP_sea 18266 3600 No No Yes No Yes Check
m Point
Eventia
Analyze
r Server
Protocol
sip-tcp- 5060 3600 No No No No Yes Session
ipvé Initiatio
n
Protocol
over
TCP
IPv6
sip_any 5060 3600 No No No No Yes
_tcp_
ipvé
CP_Sma 4433 3600 No No Yes No Yes Check
rtPortal Point
Smart
Portal
Remote 3389 3600 No No Yes No Yes Microsof
_Deskto t RDP
p_Proto
col
nbsessi 139 CIFS_P 3600 No No Yes No Yes NetBios
on ROTOC Session
oL Service
microso 445 CIFS_P 3600 No No Yes No Yes Microsof
ft-ds ROTOC t CIFS
OL over
TCP
Squid_N 3128 HTTP 3600 No No No No Yes Squid
TLM NTLM
authenti

cation



Configuration Report Friday, April 18, 2008 10:58:38 AM

Ena
Kee| ble
p| TC
con P Delayed
Session | nec| Res Sync,
Source | Protocol | Timeout| tio our, Match after| Sync on|Comme
Name Port Port Type (sec)| ns| ce| for 'Any' (sec)| Cluster nts
BGP 179 3600 No No Yes No Yes Border
Gatewa
Y
Protocol
IMAP- 993 3600 No No Yes No Yes SSL
SSL encrypt
ed IMAP
2.2.2 Compound TCP Services
*NULL*
* Attributes for this topic have been suppressed *
2.2.3 Citrix TCP Services
There are 1 citrix TCP services defined.
Table 6. Citrix TCP Services
Name Port Application Comments
Citrix_ICA_printing 1494 All_citrix_ICA_printing Citrix ICA printing traffic
2.2.4 UDP Services
There are 85 UDP services defined.
Table 7. UDP Services
Session Keep
Source | Protocol | Timeout| connecti, Accept Match| Sync on| Comme
Name Port Port Type (sec) ons| Replies| for 'Any' Cluster | nts
dhcp- 67 67 10 No Yes No Yes DHCP
relay relay

agent



Configuration Report

Name Port

VPN1_I 2746
PSEC e
ncapsul

ation

microso 445
ft-ds-

udp

FW1_sc 18233
v_keep

_alive

RDP 259

Timeout connecti

Friday, April 18, 2008 10:58:38 AM

Match| Sync on| Comme

Replies| for 'Any'| Cluster|nts

Yes Yes Check
Point
VPN-1
SecuRe
mote
IPSEC
Transpo
rt
Encapsu
lation
Protocol

Yes Yes Microsof
t CIFS
over
UDP

Yes Yes Check
Point
SecureC
lient
Verificat
ion
Keepaliv
e
Protocol

Yes Yes Check
Point
VPN-1
FWZ
Key
Negotiat
ions -
Reliable

Datagra
m
Protocol



Configuration Report Friday, April 18, 2008 10:58:38 AM

Session Keep
Source | Protocol | Timeout| connecti| Accept Match | Sync on Comme
Name Port Port Type (sec) ons| Replies| for 'Any'| Cluster nts

FW1 lo 18212 40 No Yes Yes Yes Check

ad_age Point

nt Connect
Control
Load
Agent

E2ECP 18241 40 No Yes Yes Yes Check
Point
End to
End
Control
Protocol

tunnel_t 18234 40 No Yes Yes Yes Check

est Point
tunnel
testing
applicati
on

IKE 500 40 No Yes Yes Yes IPSEC
Internet
Key
Exchang
e
Protocol

(formerl
Y
ISAKMP
/Oakley
)

FW1_sn 260 40 No Yes Yes Yes Check
mp Point
VPN-1 &

FireWall
-1
SNMP
Agent



Configuration Report

Name

snmp

snmp-
trap

snmp-
read

nfsd

tftp

sip_any

sip

Source | Protocol

Port Port Type

161

162

161 Snmp-
Read

2049

69

5060 SIP_UD
P_ANY

5060 SIP_UD
P

Session Keep
Timeout  connecti
(sec) ons

40 No

40 No

40 No

40 No

40 No

40 No

40 No

Accept
Replies

Yes

No

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on

for 'Any'

Yes

Yes

No

Yes

Yes

No

No

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

Simple
Network
Manage
ment
Protocol
Simple
Network
Manage
ment
Protocol
Traps
Simple
Network
Manage
ment
Protocol
- Read
Only

Network
File
System
Daemon
over
UDP
(earlier
versions
of NFS)
Trivial
File
Transfer

Protocol

Session
Initiatio
n

Protocol

Session
Initiatio
n

Protocol
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Name Port
mgcp_M 2427
G

mgcp_C 2727
A

Citrix_I 1604
CA_Bro

wsing

rip 520

Session Keep
Source | Protocol | Timeout connecti
Port Type (sec) ons
MGCP_U 40 Yes

DP
MGCP_U 40 Yes

DP
40 No
40 No

Accept
Replies

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on| Comme
for '"Any'| Cluster nts

No Yes Support
ed from
version
R55W,
Media
Gatewa
y
Control
Protocol
- Media
Gatewa
y port

No Yes Support
ed from
version
R55W,
Media
Gatewa
y
Control
Protocol
- Call-
Agent
port

No Yes Tcp
Service
for
general
Citrix
browsin
g

Yes Routing
Informa
tion
Protocol

Yes



Configuration Report

Name

archie

udp-
high-
ports

who

syslog

name

biff

bootp

Session Keep

Source | Protocol | Timeout connecti

Port Port Type (sec) ons
1525 40 No
>1023 40 No
513 40 No
514 40 No
42 40 No
512 40 No
67 40 No

Accept

Replies

Yes

Yes

Yes

No

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on| Comme

for 'Any'

Yes

No

Yes

Yes

Yes

Yes

Yes

Cluster | nts

Yes Archie
Internet

Protocol
, search
for files
over
FTP
servers

Yes UDP
Ports
1024-
65535

Yes UNIX
who
Protocol
, who is
on the
system

Yes UNIX
syslog
Protocol
, control
system
log

Yes Host
Name
Server

Yes UNIX
biff
Protocol
, give
notice
of
incomin
g mail
messag
es

Yes Bootstra
p



Configuration Report Friday, April 18, 2008 10:58:38 AM

Session Keep
Source | Protocol | Timeout| connecti| Accept Match | Sync on Comme
Name Port Port Type (sec) ons| Replies| for 'Any'| Cluster nts

Protocol

Server,
users
automat
ically
configur
ed

L2TP 1701 40 No Yes Yes Yes Layer 2
Tunnelin
g
Protocol
dhcp- 67 68 10 No Yes No Yes DHCP
req- request
localmo from
dule enforce
ment
module
only

dhcp- 68 67 10 No Yes No Yes DHCP
rep- reply to
localmo enforce
dule ment
module
only

securid- 5500 40 No Yes Yes Yes Token

udp based
Authenti
cation
service
(UDP)

FreeTel- 21300 21301- FreeTel 40 No Yes No Yes real-

outgoin 21305 time

g-server full-
duplex
voice
commu
nication
via the
Internet
-server



Configuration Report

Name
echo-
udp

domain-
udp

Kerbero
s v5 U
DP

kerbero
s-udp

discard-
udp

time-
udp

daytime
-udp

ntp-udp

Port

53

88

750

37

13

123

Source | Protocol

Port Type

DNS_U
DP

Session Keep
Timeout  connecti
(sec) ons
40 No

40 No

40 No

40 No

40 No

40 No

40 No

40 No

Accept
Replies

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on

for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

Echo
Protocol
(UDP)

Domain
Name

System
Queries

Kerbero
S
authenti
cation
protocol

(version
5)
secure
method
for
authenti
cating a
request
for
service

Discard
Server
Protocol
(UDP)
Time
Server
Protocol
(UDP)
Daytime
Server
Protocol
(UDP)

Network
Time

Protocol
(UDP)
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Name

nbname

nbdatag
ram

interpho
ne

RADIUS

RADIUS
-ACCOU
NTING

NEW-
RADIUS

NEW-
RADIUS
-ACCOU
NTING

Port
137

138

22555

1645

1646

1812

1813

Source
Port

Session Keep

Protocol | Timeout connecti

Type (sec) ons

NBNAM 40 No

E

NBDATA 40 No
GRAM

40 No

40 No

40 No

40 No

40 No

Accept
Replies

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on

for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

NetBios
Name
Service

NetBios
Datagra
m
Service

Vocaltec

Internet
Phone

Remote
Authenti
cation
Dial-In
User
Service

Remote
Authenti
cation
Dial-In
User
Service
accounti
ng

NEW -
Remote
Authenti
cation
Dial-In
User
Service

NEW -
Remote
Authenti
cation
Dial-In
User
Service
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Name Port
TACACS 49
H323 r 1719
as

H323 r 1719
as_only
MetalP- 5004
UAT

Session Keep
Source | Protocol | Timeout connecti
Port Type (sec) ons
40 No
H.323_ 40 No
RAS
40 No
40 No

Accept
Replies

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on| Comme
for '"Any'| Cluster nts
accounti
ng
Yes Termina
| Access

Yes

Controll
er
Access
Control
System
over
ubpP

No Yes RAS
and
associat
ed
connecti
ons
(H.323
protocol
s)

Yes Endpoin
tto
Gatekee
per and
Gatekee
per to
Gatekee
per
commu
nication

No Yes Check
Point
Meta IP
UAM
Client-
Server
Commu
nication

Yes
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Name

RainWal
|_Daem
on

RainWal
|_Status

RainWal
|_Stop

pcANYW
HERE-
stat

CU-
SeeMe

SWTP_S
MS

Port
6372

6374

6373

5632

7648-
7652

9282

Friday, April 18, 2008 10:58:38 AM

Session Keep
Source | Protocol | Timeout| connecti| Accept Match | Sync on Comme
Port Type (sec) ons| Replies| for 'Any'| Cluster nts

40 No Yes Yes No RainWal
[
daemon
S
commu
nication

40 No Yes Yes No RainWal
| remote

manage
ment
status

40 No Yes Yes No RainWal
[
monitori
ng

40 No Yes Yes Yes PCs
remote
access
security

softwar
el
status

40 No Yes Yes Yes person-
to-
person
or
group
discussi
ons
videoco
nferenc
e

40 No Yes Yes Yes VPN-1
embedd
ed/
SofaWar
e
Manage
ment



Configuration Report

Name

SWTP_
Gatewa

Y

CP_Sec
ureAgen
t-udp

ICQ_loc
ator

MSN_M
essenge
r_1863_
ubpP

MSN_M
essenge
r_5190

MSN_M
essenge
r_Voice

Yahoo__
Messen
ger_Voi

Source | Protocol
Port Port Type

9281

19194-
19195

4000

1863

5190

6901

5000-
5010

Session Keep
Timeout  connecti
(sec) ons

40 No

40 No

40 No

40 No

40 No

40 No

40 No

Accept
Replies

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on

for 'Any'

Yes

No

Yes

Yes

Yes

Yes

Yes

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

Server
(SMS)
VPN-1
Embedd
ed/Sofa
Ware
comma
nds

SecureA
gent
Authenti
cation
service
Mirabilis
ICQ
versions

Microsof
t
Network

Messen
ger UDP

Microsof
t
Network

Messen
ger

Microsof
t
Network

Messen
ger
Voice
commu
nication

Yahoo
Messen
ger
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Name Port

ce_Chat
_UDP

Direct_ 411-412

Connect
_UDP

GNUtell 6347
a_rtr_ U
DP

GNUtell 6346
a_UDP

Hotline_ 5499
tracker

Blubster 41170

Timeout  connecti
Replies | for 'Any'

Friday, April 18, 2008 10:58:38 AM

Comme
nts

Voice
Chat

Direct
Connect
P2P
applicati
on.
Used
also by
other
clients

Also
used
by:
BearSha
re,
ToadNo
de,
Gnucleu
S,
Xolox,
LimeWir
e

Also
used
by:
BearSha
re,
ToadNo
de,
Gnucleu
S,
Xolox,
LimeWir
e
Hotline
tracker
connecti
ons

Uses
MANOLI
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Name

RexxRa
ve

HackaTa
ck 317
89

NoBack
0]
HackaTa
ck_317
91

RIPng

MS-
SQL-
Server_
UDP
MS-
SQL-
Monitor
_UDP

WinMX

eDonke
y_4665

Port

1104

31789

1201

31791

521

1433

1434

6257

4665

Session Keep

Source | Protocol | Timeout connecti
Port Type (sec) ons
40 No

40 No

40 No

40 No

40 No

40 No

40 No

40 No

40 No

Accept
Replies

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on

for 'Any'

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

TO
protocol

RexxRa
ve
trojan

HackaTa
ck
trojan

NoBack
O trojan

HackaTa
ck
trojan

Routing
Informa
tion
Protocol
for
IPv6

Microsof
t SQL
Server

Microsof
t-SQL-
Monitor
_UDP

Also

uses

Napster
ports

eDonke
y
protocol
. Used
also by
other
clients.
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Session Keep
Source | Protocol | Timeout| connecti| Accept Match | Sync on Comme
Name Port Port Type (sec) ons| Replies| for 'Any'| Cluster nts

MSSQL_ 1434 SQL_SL 40 No Yes No Yes MS SQL

resolver AMMER Sapphir
e /SQL
Slamme
r Worm

wap_wd 9202 40 No Yes No Yes Wireless
p_enc
Datagra
m
Protocol
with
Wireless

Transpo
rt Layer

Security

wap_wt 9203 40 No Yes No Yes Wireless
p_enc
Transact
ion
Protocol
with
Wireless

Transpo
rt Layer

Security

wap_wd 9200 MMS 40 No Yes No Yes Wireless
P
Datagra
m
Protocol
;a
simplifie
d
protocol

suitable
for low
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Session Keep
Source | Protocol | Timeout| connecti| Accept Match | Sync on Comme
Name Port Port Type (sec) ons| Replies| for 'Any'| Cluster nts

bandwid
th
mobile
stations
enables
a
connecti
onless
mode.
wap_wt 9201 MMS 40 No Yes No Yes Wireless
P
Transact
ion
Protocol
1 a
simplifie
d
protocol

suitable
for low
bandwid
th
mobile
stations
enables
a
connecti
on
mode.

IKE_NA 4500 40 No Yes Yes Yes Nat

T_TRAV Traversa

ERSAL I
Protocol

2.2.5 RPC Services

There are 18 RPC services defined.
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Table 8. RPC Services

Name

nfsprog
mountd

pcnfsd

nlockmgr
ypserv

ypbind

yppasswd
ypupdated
ypxfrd

nisplus

rwall

rstat
ttdbserverd
cmsd

statd
sadmind
cachefsd

snmpXdmid

2.2.6 ICMP Services

There are 13 ICMP services defined.

Program Number

100003
100005

150001

100021
100004

100007

100009

100028

100069

100300

100008
100001
100083
100068
100024
100232
100235

100249

Keep
connecti
ons

No
No

No

No
No

No

No
No
No

No

No
No
No
No
No
No
No

No

Friday, April 18, 2008 10:58:38 AM

Comments

RPCs Network File System (Ordinary)

Initiate client access to NFS
application

PCs (windows client) password
authorization

RPC, Network Lock Manager

Sun Yellow Pages directory service
(YP) protocol, now known as NIS

Sun Yellow Pages binder (NIS),
provide servers addressing
information

Sun Yellow Pages protocol (NIS),
password server

Sun Yellow Pages protocol (NIS),
update service

Sun Yellow Pages protocol (NIS),
transfers NIS maps

NIS+ later version provides
additional security and other
facilities

RPC, Shutdown messages

RPC, Remote statistics

ToolTalk database server

Calendar Manager Service Daemon
Network status monitor daemon
Solstice AdminSuite

SUN NFS/RPC file system cachefs
daemon

SUN SNMP to DMI mapper daemon
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Table 9. ICMP Services

Keep

connecti
Name Type Code ons | Comments
echo-reply 0 No ICMP, echo reply
dest-unreach 3 No ICMP, destination unreach
source-quench 4 No ICMP, source quench
redirect 5 No ICMP, route redirect
echo-request 8 No ICMP, echo request
time-exceeded 11 No ICMP, time to live exceeded
param-prblm 12 No ICMP, parameters problem
timestamp 13 No ICMP, timestamp request
timestamp-reply 14 No ICMP, timestamp reply
info-req 15 No ICMP, info request
info-reply 16 No ICMP, info reply
mask-request 17 No ICMP, mask request
mask-reply 18 No ICMP, mask reply

2.2.7 DCE-RPC Services
There are 32 DCE-RPC services defined.
Table 10. DCE-RPC Services

Keep
connecti
Name Interface UUID ons | Comments
DCOM-RemoteActivation 4d9f4ab8-7d1c-11cf-861e- No DCOM Remote Activation
0020af6e7c57
MSExchangeDSNSPI f5cc5a18-4264-101a-8c59- No Microsoft Exchange
08002b2f8426 Directory Services (NSPI)
MSExchangeDSRep f5cc59b4-4264-101a-8c59- No Microsoft Exchange
08002b2f8426 Directory Replication
Services
MSExchangeDSXDS f5cc5a7c-4264-101a-8c59- No Microsoft Exchange
08002b2f8426 Directory Services XDS
MSExchangelS a4f1db00-ca47-1067-b31f- No Microsoft Exchange

00dd010662da Information Store
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Name
MSExchangeMTA

MSExchangeADL
MSExchangeDirRep
MSExchangeDirRef
MSExchangeSysAtt
MSExchangeSysAttPriv
MSExchangeStoreAdm
HP-OpCdistm
HP-OpCmsgrd-std
HP-OpCmsgrd-m2m
HP-OpCmsgrd-coa
HP-OpCctla
HP-OpCctla-cfgpush
HP-OpCctla-bulk

ALL_DCE_RPC

DCOM-SystemActivation
DCOM-OXID_Resolver

DCOM-RemUnknown?2

Interface UUID
9e8ee830-4459-11ce-
979b-00aa005ffebe

12345678-1234-abcd-
ef00-01234567cffb

e3514235-4b06-11d1-
ab04-00c04fc2dcd?2

1544f5e0-613c-11d1-93df-
00c04fd7bd09

469d6ec0-0d87-11ce-b13f-
00aa003bacé6c

83d72bf0-0d89-11ce-b13f-
00aa003bacé6c

89742ace-a%9ed-11cf-9c0c-
08002be7ae86

5df3dc6f-a568-0000-020f-
887805000000

6d63f833-c0a0-0000-020f-
887818000000

6e0b494b-d551-0000-
020f-88781a000000

€0c92330-3ba9-0000-
a38b-0800096df3a6

9e0c0224-3654-0000-
9a8d-08000949ab4c

0d8fe322-d6ee-11d2-
b858-0800096df3a6

8d5cae88-43c9-0000-94f1-
0800096df3a6

00000000-0000-0000-
0000-000000000000

000001a0-0000-0000-
c000-000000000046

99fcfec4-5260-101b-bbcb-
00aa0021347a

00000143-0000-0000-
c000-000000000046

Keep
connecti
ons

No
No
No
No
No
No
No
No
No
No
No
No
No
No

No

No
No

No

Friday, April 18, 2008 10:58:38 AM

Comments

Microsoft Exchange
Message Transfer Agent

Microsoft Exchange 2000
Active Directory Logon

Microsoft Exchange 2000
Directory Replication

Microsoft Exchange 2000
Directory Reference

Microsoft Exchange System
Attendant

Microsoft Exchange System
Attendant Private

Microsoft Exchange Store
Administration

HP-OV OpC Distribution
Manager

HP-OV OpC Message
Receiver

HP-OV OpC Message
Receiver (M2M)

HP-OV OpC Message
receiver (COA)

HP-OV OpC Control Agent

HP-OV OpC Control Agent
(cfgpush)

HP-OV OpC Control Agent
(Bulk)

Special Service For
Allowing All DCE-RPC
Services

DCOM SystemActivation
Interface

Object eXport IDentifier
Resolver Interface

Remote Unknown2 DCOM
Interface
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Name

MSMessenger

MSMQ
MSExchangeStoreAdminl
MSExchangeStoreAdmin3
MSExchangeDatabase
MSExchangeQAdmin
MSExchangelnformationSto

rel

MSExchangelnformationSto
re2

MSExchangelnformationSto
re3

2.2.8 Other Services

Interface UUID
5a7b91f8-ff00-11d0-a9b2-
00c04fbbebfc

77df7a80-f298-11d0-8358-
00a024c480a8

99E64010-B032-11D0-
97A4-00C04FD6551D

A4F1DB00-CA47-1067-
B31E-00DD010662DA

1A190310-BB9C-11CD-
90F8-00AA00466520

38A94E72-A9BC-11D2-
8FAF-00C04fA378FF

0OE4A0156-DD5D-11D2-
8C2F-00C04FB6BCDE

1453C42C-0FA6-11D2-
A910-00C04F990F3B

10F24E8E-OFA6-11D2-
A910-00C04F990F3B

There are 46 other services defined.

Table 11. Other Services

IP
Name Protocol Match
MGCP_d -1 mgcp_d
ynamic_ ynamic_
ports ports_m
atch

Session Keep

Protocol | Timeout| connecti
Type (sec) ons
60 No

Keep
connecti
ons

No
No
No
No
No
No
No
No

No

Accept
Replies

Yes

Friday, April 18, 2008 10:58:38 AM

Comments

Microsoft Messenger
service

Microsoft Message Queue
service

Microsoft Exchange Store
Administration 1

Microsoft Exchange Store
Administration 3

Microsoft Exchange
Database

Microsoft Exchange Que
Administration

Microsoft Exchange
Information Store 1

Microsoft Exchange
Information Store 2

Microsoft Exchange
Information Store 3

Match| Sync on| Comme
for 'Any'| Cluster nts

No Yes Allows
MGCP
connecti
on to be
opened
on a
dynamic
port
and not
on the
MGCP
well-
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Name

SIT_wit
h_Intra
_Tunnel
_Inspec
tion
Snmp-
Read-
Only

Partial-
Source-
v6

Partial-
Destinat
ion-v6

IP
Protocol

41

17

Session Keep
Timeout connecti
(sec) ons

Protocol

Match Type

set6ing 60 No

snmp_r 60 No
0_matc

h, set

r_mhan

dler

&snmp_

ro_code

PARTIAL
_SRC_A
DDR_M
ATCH6(
0x0,0x0
,0x0,0x
0,0,0)

60 No

PARTIAL
_DST_A
DDR_M
ATCH6(
0x0,0x0
,0x0,0x
0,0,0)

60 No

Accept
Replies

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on

for 'Any'

No

No

No

No

Cluster

Yes

Yes

Yes

Yes

Comme
nts

known
ports

Simple
Network
Manage
ment
Protocol
- Read
Only

Filter
IPv6
source
address
es
based
on
mask
and
length

Filter
IPv6
destinat
ion
address
es
based
on
mask
and
length
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Name
ZSP

HTTP_w
o_SCV

ospf

agp

igrp

IP
Protocol

6

89

Match

dport=5
054, set

r_SCvres

SCV_DO
NT_VER
IFY
dport=8
0, set
r_scvres

SCv_DO
NT_VER
IFY

Session Keep

Protocol | Timeout connecti
Type (sec) ons
60 No

60 No

60 No

60 No

60 No

Accept
Replies

No

No

No

No

No

Friday, April 18, 2008 10:58:38 AM

Match| Sync on

for 'Any'
No

No

Yes

Yes

Yes

Cluster

Yes

Yes

Yes

Yes

Yes

Comme
nts

Zone
Security

Protocol

HTTP
without
SCV
enforce
ment

Open
Shortest
Path
First
Interior
GW
Protocol

Gatewa
y-to-
Gatewa
y
protocol
Cisco
Interior
Gatewa
y
Routing
Protocol
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Session Keep
IP Protocol | Timeout| connecti|, Accept Match| Sync on| Comme
Name Protocol  Match Type (sec) ons| Replies| for 'Any'| Cluster nts
egp 8 60 No No Yes Yes Exterior
Gatewa
Y
Protocol
, convey
net-
reachab
ility
informat
ion
between
gateway
s
igmp 2 60 No No Yes No Internet
Group
Manage
ment
Protocol
vrrp 112 60 No No Yes No Virtual
Router
Redund
ancy
Protocol
http_ma 6 SRV_RE 60 No No No Yes HTTP
pped DIRECT( Port
80,0.0.0 Mapping
.0,80) Service
ftp_map 6 SRV_RE 60 No No No Yes FTP Port
ped DIRECT(
21,0.0.0 Mapping
.0,21), Service
set
r_mhan
dler
&ftp_co
de
smtp_m 6 SRV_RE 60 No No No Yes SMTP
apped DIRECT( Port
25,0.0.0 Mapping

.0,25) Service
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Session Keep
IP Protocol | Timeout| connecti|, Accept Match| Sync on| Comme
Name Protocol  Match Type (sec) ons| Replies| for 'Any'| Cluster nts
tunnel_t 17 SRV_RE 60 No No No Yes tunnel
est_ma DIRECT testing
pped _LOCAL for a
_UDP(C module
P_TUNN perform
EL_TES ing the
T_PORT, tunnel
FP2_VE test
R)
rip- 17 dport=5 60 No Yes No Yes Routing
respons 20,rip_c Informa
e md=RIP tion
CMD_RE Protocol
SPONSE =
respons
e
X11- 6 x1lverif 60 No No No Yes X
verify y_code Window
System
With
Authoriz
ation
tracerou 17 uh_dpor 60 No No Yes Yes UNIX
te t> Tracero
33000, ute,
ip_ttl < print
30 the
route
packets
take to
network
host
FreeTel- 17 freetel 60 No No No Yes real-
outgoin outgoin time
g-client g full-
duplex
voice
commu
nication

via the
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Name

FreeTel-
incomin
g

icmp-
proto

SKIP

AH

ESP

SIT

gre

Session Keep

IP Protocol | Timeout| connecti
Protocol  Match Type (sec) ons
17 freetel_i 60 No

ncoming

1 60 No
57 600 No
51 600 No
50 600 No
41 600 No
47 600 No

Accept
Replies

No

No

Yes

Yes

Yes

Yes

Yes

Friday, April 18, 2008 10:58:38 AM

Match| Sync on

for 'Any'

No

Yes

Yes

Yes

Yes

Yes

Yes

Cluster

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Comme
nts

Internet
-client

FreeTel
Incomin
g
Connect
ions
Internet
Control
Messag
e
Protocol

IPSEC
Simple
Key
Manage
ment
for
Internet

Protocol
S

IPSEC
Authenti
cation
Header
Protocol

IPSEC
Encapsu
lating
Security
Payload

Protocol

IPv6
encasul
ated in
IPv4
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Session Keep
IP Protocol | Timeout| connecti|, Accept Match| Sync on| Comme
Name Protocol  Match Type (sec) ons| Replies| for 'Any'| Cluster nts

Sitara 109 60 No Yes Yes Yes Sitara
Network
S
Protocol

(SpeedS
eeker)

FW1_En 94 600 No Yes Yes Yes Check

capsulat Point

ion VPN-1
SecuRe
mote
FWZ
Encapsu
lation
Protocol

backwe 17 backwe BackWe 60 No No No Yes PUSH
b b_matc b Web
h applicati

ons,
send
informat
ion
directly
to
desktop
S. over
the
Internet

gtp_vO0_ 17 gtp_pat 60 No Yes No Yes GTP

path_m h_matc version

gmt h_vO 0 path
manage
ment

gtp_v1l_ 17 gtp_pat 60 No Yes No Yes GTP

path_m h_matc version

gmt h_v1 1 path
manage
ment
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Session Keep
IP Protocol | Timeout| connecti|, Accept Match| Sync on| Comme
Name Protocol  Match Type (sec) ons| Replies| for 'Any'| Cluster nts
sip_dyn -1 sip_dyn 60 Yes No No Yes Support
amic_po amic_po ed from
rts rts_mat version
ch R55W,
it allows
sip
connecti
on to be
opened
on a
dynamic
port
and not
on the
sip well-
known
port
pim 103 60 No No Yes Yes
PIM_CI 103 SERVIC 60 No Yes No Yes Protocol
SCO_IO E_HAND
S LER(AD Indepen
P_IOS_ dent
DOS_ID Multicas
, t
cisco_io routing
s_dos_c protocol
ode)
SWIPE 53 SERVIC 60 No Yes No Yes swlPe
E_HAND protocol
LER(AD
P_IOS_
DOS_ID
cisco_io
s_dos_c

ode)
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Session Keep
IP Protocol | Timeout| connecti|, Accept Match| Sync on| Comme
Name Protocol  Match Type (sec) ons| Replies| for 'Any'| Cluster nts
IP_Mobi 55 SERVIC 60 No Yes No Yes IP
lity E_HAND Mobility
LER(AD protocol
P_IOS_
DOS_ID
cisco_io
s_dos_c
ode)
SUN_N 77 SERVIC 60 No Yes No Yes Sun ND
D E_HAND protocol
LER(AD
P_IOS_
DOS_ID
cisco_io
s_dos_c
ode)
welchia- 1 SERVIC 60 No No No Yes Block
icmp E_HAND Welchia
LER(AD virus
P_WELC ICMP
HIA_ID, packets
welchia
_icmp_b
lock)
MS- 17 dport=1 60 No Yes No Yes MSSQL
SQL- 434, Monitor
Monitor SERVIC service
_SD E_HAND with
LER(AD SmartD
P_SQL_ efense
CMDS_1 protecti
D, on
adp_ms
sql_mon
itor_cod
e)
MS- 6 dport=1 60 No Yes No Yes MSSQL
SQL- 433, Server

SERVIC service
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Session Keep
IP Protocol | Timeout| connecti|, Accept Match| Sync on| Comme
Name Protocol  Match Type (sec) ons| Replies| for 'Any'| Cluster nts
Server_ E_HAND with
SD LER(AD SmartD
P_SQL_ efense
CMDS_T protecti
_ID, on
adp_ms
sql_cod
e)
Witty_ 17 WITTY_ 60 No Yes No Yes Witty
Worm MATCH_ Worm
CODE,
SERVIC
E_HAND
LER(AD
P_WITT
Y_ID,
adp_wit
ty_code
)
sasser- 1 SERVIC 60 No No No Yes Block
icmp E_HAND Sasser.d
LER(AD worm
P_SASS ICMP
ER_ID, packets
ADP_SA
SSER_H
ANDLER
)
MS- 17 ADP_WI 60 No Yes No Yes MS
WINS- NS_REP WINS
Replicati _MATCH Replicati
on- , on
UDP_SD SERVIC service
E_HAND with
LER(AD SmartD
P_WINS efense
_REP_U protecti
DP_ID, on
adp_win
s_rep_c

ode)
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IP
Name Protocol  Match
MS- 6 ADP_WI
WINS- NS_REP
Replicati _MATCH
on- ,
TCP_SD SERVIC
E_HAND
LER(AD
P_WINS
_REP_T
CP_ID,
adp_win
S_rep_c
ode)

2.2.9 Group Services

There are 48 group services defined.

Table 12. Group Services

Name

Integrity_Server
FW1_clntauth
Citrix_metaFrame

sqglnet2

FreeTel-outgoing

icmp-requests

PPTP

Orbix

Session Keep
Protocol | Timeout connecti
Type (sec) ons
60 No
Services
ZSP
HTTP_wo_SCV

FW1_clntauth_telnet
FW1_cIntauth_http

Citrix_ICA
Citrix_ICA_Browsing

sqlnet2-1521
sqlnet2-1525
sqlnet2-1526

FreeTel-outgoing-server
FreeTel-outgoing-client

echo-request
info-req
timestamp
mask-request
pptp-tcp

gre
Orbix-1570
Orbix-1571

Friday, April 18, 2008 10:58:38 AM

Match| Sync on| Comme
Cluster|nts

Yes MS
WINS
Replicati
on
service
with
SmartD
efense
protecti
on

Accept
Replies | for 'Any'

Yes No

Comments

Accessing Integrity Server from
SecureClient

Check Point VPN-1 & FireWall-1
Client Authentication
group for citrix communication

Oracle SQL*Net Version 2 Services

FreeTel Outgoing Connections

ICMP, requests group

Point-to-Point Tunneling group, (pptp
& gre)
IONA Orbix Daemon (IIOP)
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Name
OAS

StoneBeat

RealPlayer
NetMeeting
pcANYWHERE
pcTELECOMMUTE

MSExchange

MSExchange-SiteConnector

MSExchange-RemoteAdmin

MSExchange-2000

securid

Authenticated

echo
dns

kerberos
discard

Services

OAS-NameServer
OAS-ORB

StoneBeat-Control
StoneBeat-Daemon
snmp

Real-Audio

rtsp

H323

Idap
pcANYWHERE-data
pcANYWHERE-stat

pcANYWHERE

pcTELECOMMUTE-FileSync

MSExchangeDSNSPI
MSExchangelS
MSExchangeDirRef

MSExchangeDSNSPI
MSExchangeDSRep
MSExchangeMTA

MSExchangeDSXDS
MSExchangeSysAtt
MSExchangeSysAttPriv
MSExchangeStoreAdm

MSExchangeADL
MSExchangeDirRep
MSExchangeDirRef

securid-udp
securidprop

telnet

ftp

http

login
echo-tcp
echo-udp
domain-tcp
domain-udp

kerberos-udp

discard-tcp
discard-udp

Friday, April 18, 2008 10:58:38 AM

Comments

Oracle Application Server (II0P)

Stonesoft StoneBeat

RealNetworks RealPlayer Services
Netmeeting group (H323 & Ldap)
Symantec pcANYWHERE
Symantec pcTELECOMMUTE

Microsoft Exchange Client-Server
over MAPI

Microsoft Exchange MAPI Site
Connector

Microsoft Exchange Remote
Administration

Microsoft Exchange 2000 Extensions

Secure ID group

Authenticated group

Echo Protocol group (TCP/UDP)
Domain Name System (TCP/UDP)

Kerberos Protocol group (TCP/UDP)
Discard Protocol group (TCP/UDP)
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Name

time
daytime
ntp

NBT

NIS

NFS

irc

IPSEC

Services

time-tcp
time-udp
daytime-tcp
daytime-udp
ntp-tcp
ntp-udp
nbname
nbdatagram
nbsession

ypbind
yppasswd
ypserv
ypupdated
ypxfrd

mountd
nfsd
nfsd-tcp
nfsprog
nlockmgr
pcnfsd
irci

irc2

AH

ESP
SKIP
IKE

Friday, April 18, 2008 10:58:38 AM

Comments

Time Server Protocol
Daytime Protocol group (TCP/UDP)
Network Time Protocol group

(TCP/UDP)
NetBios Services

Network Information Services (YP)

Network File System Services

Internet Relay Chat Protocol

IPSEC Services

VPN1_IPSEC_encapsulation
Entrust-CA Entrust-Admin
Entrust-KeyMgmt

RainWall_Command
RainWall_Daemon
RainWall_Status

Entrust CA Services

RainWall-Control RainWall high availability

CIFS microsoft-ds Common Internet File System
NBT Services

Trojan_Services Bionet-Setup Common ports used by trojan
Backage applications.
SubSeven-G
SkyDance-T
CrackDown
DaCryptic

DerSphere
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Name

MS-SQL

AOL_Messenger

MSN_Messenger

Services

DerSphere_II
Freak2k
GateCrasher
HackaTack 31785
HackaTack 31787
HackaTack 31788
HackaTack 31789
HackaTack 31790
HackaTack 31791
HackaTack 31792
ICKiller
InCommand

Jade

Kaos

Kuang2

IpdwOrm

Mneah
Multidropper
NoBackO
Port_6667_trojans
RAT
Remote_Storm
RexxRave
Shadyshell
SocketsdesTroie
SubSeven
Terrortrojan
TheFlu

TransScout

Trinoo
UltorsTrojan
WinHole

Xanadu

MS-SQL-Monitor

MS-SQL-Monitor_UDP

MS-SQL-Server

MS-SQL-Server_UDP

AOL
ICQ_locator

Friday, April 18, 2008 10:58:38 AM

Comments

MS-SQL Server Protocols

AOL Instant Messenger. Also used

by: ICQ & Apple iChat

MSN_Messenger_1863_UD MSN Messenger

p

MSN_Messenger_5190
MSN_Messenger_File_Trans
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Name

Yahoo_Messenger

Messenger_Applications

Direct_Connect

eDonkey

GNUtella

Hotline

DAIP_Control_services

Napster

P2P_File_Sharing_Applicati
ons
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Services Comments

fer
MSN_Messenger_Voice
MSNP

Yahoo_Messenger_messag Yahoo Messenger
es

Yahoo_Messenger_Voice_C

hat_TCP

Yahoo_Messenger_Voice_C

hat_UDP

Yahoo_Messenger_Webcam

s

AOL_Messenger
MSN_Messenger
Yahoo_Messenger

Direct_Connect_TCP
Direct_Connect_UDP

eDonkey_4661
eDonkey_4662
eDonkey_4665

GNUtella_rtr_TCP
GNUtella_rtr_UDP
GNUtella_TCP
GNUtella_UDP

Hotline_client
Hotline_tracker

FW1i
FW1_ica_pull
FW1_log
CPD

Direct Connect P2P application. Used
also by other clients

eDonkey protocol. Used also by
other clients.

GNUtella P2P protocol (used by:
BearShare, ToadNode, Gnucleus,
Xolox, LimeWire)

Hotline P2P protocol

Napster_Client_6600-6699 Napster P2P protocol

Napster_directory_4444
Napster_directory_5555
Napster_directory_6666
Napster_directory_7777
Napster_directory_8888_pr
imary
Napster_redirector
Blubster

Direct_Connect
eDonkey

GNUtella

GoToMyPC
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Name Services Comments

Hotline
iMesh
KaZaA
Madster
Napster
WinMX

2.3 Resources
There are no URI resources defined.
There are no URI for QoS resources defined.
There are 1 SMTP resources defined.
There are no FTP resources defined.
There are no TCP resources defined.
There are no CIFS resources defined.

2.3.1 Smtpl

General

e Name: Smtpl.
e Comment: Not Defined.

Mail Delivery

e Server: Not Defined.
e Deliver Messages using DSN/MX records: Yes.
e Check Rule Base with new destination: No.

2.4 Servers and OPSEC Applications

2.4.1 Servers

RADIUS
There are no RADIUS servers defined.

RADIUS Group
There are no RADIUS groups defined.
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TACACS
There are no TACACS Servers defined.

LDAP Account Unit
There are no LDAP account units defined.

Trusted CAs

internal_ca
General

e Name: internal_ca.
e Comment: Not Defined.

SecuRemote DNS
There are no secuRemote DNSs defined.

2.4.2 OPSEC Applications
OPSEC Application

Ecora_Auditor
General

Name: Ecora_Auditor.
Comment: Not Defined.

Host: AuditorClient.

Product: UserDefinedProduct.
Product Version: Not Defined.
Server Entities:

Name Enabled
CVvP No
UFP No
AMON No
e C(Client Entities:
Name Enabled

ELA No
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Name Enabled
LEA No
SAM No
CPMI Yes
OMI No
UAA No

e SIC Name: CN=Ecora_Auditor,0=Checkpt-NGX-R65..wavwtw.
e Trust State: initialized.

CPMI Permissions
e Login to SmasrtCenter Server with Administrator's credential.

CVP Group

There are no CVP groups defined.

UFP Group

There are no UFP groups defined.

CPMI Group
There are no CPMI groups defined.

2.5 Users and Administrators

2.5.1 Administrator Groups
There are 1 administrator groups defined.
Table 13. Administrator Groups

Name Comments In Group

AdminGroupl Adminl
Admin2
Admin3

There are 1 CPconfig administrator groups defined.
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Table 14. CPConfig Administrator Groups

Name Comments In Group

cpconfig_administ The administrators are created via administrator
rators cpconfig and can only be managed
via cpconfig

2.5.2 LDAP Groups
*NULL*
* Attributes for this topic have been suppressed *

2.5.3 Templates

Default
General

e Template name: Default.
e Comment: Not Defined.
e Expiration Date: 31-dec-2030.

Groups

e There are no groups defined.
Authentication

e Authentication Scheme: Undefined.

Location

e Source:
o Any

e Destinations:
o Any

User may connect at the following days:
Table 15. Connect days

Day Enabled
Monday Yes
Tuesday Yes
Wednesday Yes
Thursday Yes

Friday Yes
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Day Enabled
Saturday Yes
Sunday Yes

User may connect at the following time of day (hh:mm):
e From 00:00 to 23:59.

2.5.4 User Groups

There are no users defined.

2.5.5 Users

Userl
General

e Login name: Userl.
e Comment: Not Defined.
e Expiration Date: 31-dec-2030.

Groups

e There are no groups defined.
Authentication

e Authentication Scheme: OS Password.

Location

e Source:
o Any

e Destinations:
o Any

User may connect at the following days:
Table 16. Connect days

Day Enabled
Monday Yes
Tuesday Yes
Wednesday Yes
Thursday Yes
Friday Yes

Saturday Yes
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Day Enabled
Sunday Yes

User may connect at the following time of day (hh:mm):

e From 00:00 to 23:59.

Certificates

e Certificate State: There is no certificate for this object.

Encryption - IKE

e Authentication schemes used:
o signatures

Use the Encryption Properties defined in the Remote Access VPN page of the Global
Properties window.

User2
General

e Login name: User2.
e Comment: Not Defined.
e Expiration Date: 31-dec-2030.

Groups

e There are no groups defined.
Authentication

e Authentication Scheme: RADIUS.

e RADIUS Server or Group of Servers: Any.

Location
e Source:
o CPDShield

e Destinations:
o LocalMachine

User may connect at the following days:
Table 17. Connect days

Day Enabled
Monday No

Tuesday Yes

Wednesday No

Thursday Yes

Friday Yes
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Day Enabled
Saturday Yes
Sunday No

User may connect at the following time of day (hh:mm):

e From 00:00 to 23:59.

Certificates

e Certificate State: There is no certificate for this object.
Encryption - IKE

e Authentication schemes used:
o signatures

Use the Encryption Properties defined in the Remote Access VPN page of the Global
Properties window.

2.5.6 Administrators

Adminl
General

Login name: Adminl.
Comment: Not Defined.
Expiration Date: 31-dec-2030.
Permissions Profile: Permissions1.
Permissions Profile Details:
o Allow access via SmartPortal and SmartConsole Applications.
o Permissions: Customized

m  SmartUpdate: Disabled.
Objects Database: Read Only.
Check Point Users Database: Read And Write.
LDAP Users Database: Read And Write.
Security Policy: Disabled.
QoS Policy: Read And Write.
Log Consolidator: Read And Write.
Eventia Reporter: Read And Write.
Monitoring: Disabled.
UserAuthority Web Access: Web Security And Access.
ROBO Gateways Database: Read And Write.
Events Database: Disabled.
Event Correlation Policy: Read And Write.
Track Logs: Read And Write.
Audit Logs: Disabled.
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Groups

e Belongs to Groups:
o  AdminGroupl

Admin Auth

e Authentication Scheme: Check Point Password.

Admin Certificates

e Certificate State: There is no certificate for this object.

Admin2
General

Login name: Admin2.
Comment: Not Defined.
Expiration Date: 31-dec-2030.
Permissions Profile: Permissions1.
Permissions Profile Details:
o Allow access via SmartPortal and SmartConsole Applications.
o Permissions: Customized

m  SmartUpdate: Disabled.
Objects Database: Read Only.
Check Point Users Database: Read And Write.
LDAP Users Database: Read And Write.
Security Policy: Disabled.
QoS Policy: Read And Write.
Log Consolidator: Read And Write.
Eventia Reporter: Read And Write.
Monitoring: Disabled.
UserAuthority Web Access: Web Security And Access.
ROBO Gateways Database: Read And Write.
Events Database: Disabled.
Event Correlation Policy: Read And Write.
Track Logs: Read And Write.
Audit Logs: Disabled.

Groups

e Belongs to Groups:
o AdminGroupl

Admin Auth

e Authentication Scheme: OS Password.

Admin Certificates

e Certificate State: There is no certificate for this object.
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Admin3

General

Login name: Admin3.
Comment: Not Defined.
Expiration Date: 31-dec-2030.
Permissions Profile: Permission2.
Permissions Profile Details:
o Allow access via SmartPortal and SmartConsole Applications.
o Permissions: Customized
m  SmartUpdate: Disabled.
Objects Database: Read Only.
Check Point Users Database: Read And Write.
LDAP Users Database: Disabled.
Security Policy: Read And Write.
QoS Policy: Read Only.
Log Consolidator: Disabled.
Eventia Reporter: Disabled.
Monitoring: Read And Write.
UserAuthority Web Access: Web Security And Access.
ROBO Gateways Database: Disabled.
Events Database: Read And Write.
Event Correlation Policy: Read And Write.
Track Logs: Read Only.
Audit Logs: Read And Write.

Groups

e Belongs to Groups:
o AdminGroupl

Admin Auth

e Authentication Scheme: SecurID.

Admin Certificates

e Certificate State: There is no certificate for this object.

2.5.7 CPconfig Administrators

administrator

General

e Login name: administrator.
Groups
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e Belongs to Groups:
cpconfig_administrators

3 Global Properties

3.1 Firewall

FireWall Implied Rules

Name Accepted |Rule Order
VPN-1 Pro/Express control connections Yes First
Remote Access control connections Yes First
SmartUpdate connections Yes First
Outgoing packets originating from Gateway Yes Before Last
RIP No First
Domain Name over UDP (Queries) No First
Domain Name over TCP (Zone Transfer) No First

ICMP requests No Before Last
Dynamic address modules DHCP traffic Yes First

VRRP packets originating from cluster members (VSX Yes First

Nokia VRRP)
Track

e Log Implied Rules: Disabled
Security Server

e Welcome Messages:
Telnet: Not Defined.
FTP: Not Defined.
Rlogin: Not Defined.
Client Authentication: Not Defined.
SMTP: Not Defined.
o MDQ: Not Defined.
e HTTP next proxy: Host: Port:
e HTTP Servers
There are no HTTP servers defined.

O O O O O

3.2 NAT

Automatic NAT Rules
e Allow bi-directional NAT: Enabled
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e Translate destination on client side: Enabled
e Automatic ARP Configuration: Enabled

e Merge manual proxy: Disabled

Manual NAT Rules

e Translate destination on client side: Enabled
IP Pool NAT

e IP Pool NAT: Disabled

3.3 Authentication

Failed authentication attempts
e Terminate connections after:
Connection Type Attemps
Rlogin
Telnet
Client Authentication
Session Authentication

W w w w

Authentication of users with certificates

e Authenticate internal users with suffix only: Enabled. Suffix:
OU=users,0=Checkpt-NGX-R65..wavwtw
e Initiated, but not pulled, user certificates will expire after (days): 14

Brute force password guessing protection
e Delayed authentication: Disabled
Early Versions Compatibility

e User authentication session timeout (minutes): 15
e Wait mode for Client Authentication: Disabled
e Authentication Failure Track: Alert

3.4 VPN

VPN configuration method
e Simplified mode
Early Version Compatibility

e Renegotiate IKE Phase 1 every (minutes): DEFAULT: 1440
e Renegotiate IPsec IKE Phase 2 every (seconds): DEFAULT: 3600
e VPN gateway chooses peer gateways interface using: Static calculation

Advanced
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Backup gateway: Disabled

Load distribution for Multiple Entry Points: Disabled
Decrypt on accept for gateway to gateway traffic: Enabled
CRL grace period

Type

Before CRL is valid
After CRL is not valid
Extension

Support IKE DoS protection from identified source: Stateless
Support IKE DoS protection from unidentified source: Puzzles

Domain name for DNS resolving: Not Defined
VPN Directional Match: Disabled

3.5 VPN-1 Edge/Embedded Gateway

General Configuration

OV

Update configuration settings every (seconds): 1200
Limit log sending: Enabled
o Send once every (seconds): 60

Content Filtering

Centralized web filtering: Disabled
Centralized E-mail Antivirus: Disabled

Access Control

Apply unrestricted mode: Disabled

6 Remote Access
VPN-1 SecuRemote/SecureClient

Update Topology: Disabled

Authentication timeout: 1 day

Allow caching of static passwords on clients: Disabled
Back connections (gateway to client): Disabled
Encrypt DNS traffic: Enabled

Use backup Policy Servers on Logon failure: Enabled
o Choose Policy Server: Next

Revert to default policy after (minutes): 0

VPN Basic

Pre-Shared Secret authentication: Disabled
Public Key Signatures: DEFAULT: Enabled

Friday, April 18, 2008 10:58:38 AM

Grace Period
(seconds)
7200
1800
3600
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Legacy Authentication: Enabled

Gateway support IKE over TCP: Disabled

IP compression for SecureClient: Disabled

Load distribution for Multiple Entry Points: Disabled
Support Remote Access using Nokia clients: Disabled

VPN Advanced

When disconnected, traffic to encrypted domain is: Sent in clear
Route all traffic when connected: Disabled

Disconnect client when getting IP from VPN domain: Enabled
Allow users to save troubleshooting logs: Enabled

Use first allocated Office Mode IP address: Disabled

VPN - IKE (Phase 1)
e Supported encryption algorithms:

A. DES
B. 3DES
C. AES-256

e Use encryption algorithm: AES-256
e Supported data integrity:
A. SHA1
B. MD5
e Use data integrity: SHA1
e Supported Diffie-Hellman groups:
o Group 2 (1024 bit)
e Use Diffie-Hellman group: Group 2 (1024 bit)

VPN - IPSEC (Phase 2)
e Encryption algorithm: 3DES

e Data integrity: SHA1
e Enforce encryption algorithm and data integrity for all users: Enabled

Certificates

e Client will verify gateways certificate: Enabled
e Renew users internal CA certificates: Enabled
o Start renewal process prior to expiration (days): 60

Secure Configuration Verification (SCV)

Apply SCV on Simplified mode Security Policies: Disabled
Upon verification failure: Block connection

Policy installed on all interfaces: Enabled

Only TCP/IP protocols used: Enabled

Generate log on violation notification: Enabled

Notify user on violation notification: Enabled

SSL Network Extender
e User authentication method: Legacy
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Client upgrade mode: Ask user

Supported encryption methods: 3DES or RC4

When client disconnects: Keep installed

Integrity Clientless Security (ICS): None
Re-authenticate users every (Minutes): 480

Client sends keep-alive packets every (Seconds): 20

Early Versions Compatibility

e Required policy for all desktops: Allow Outgoing Only
e C(lient enforcing required policy: Enabled
e C(Client chooses peer gateways interface using: Static calculation

Hot Spot/Hotel Registration
e Registration: Disabled

3.7 SmartDirectory (LDAP)

e Use SmartDirectory: Disabled

3.8 QoS

Maximum rule weight: DEFAULT: 1000

Default rule weight: DEFAULT: 10

Unit of measure: DEFAULT: Bytes/sec

Authenticated IP expires after (minutes): DEFAULT: 15

Non authenticated IP expires after (minutes): DEFAULT: 5
Unanswered queried IP expires after (minutes): DEFAULT: 3

3.9 Smartmap

e Smartmap: Enabled

3.10 UserAuthority

e Display Web-Access view: Disabled
e When matching usernames to Windows domains, trust:
o Al

3.11 Management High Availability

e Method SmartCenter Servers will be synchronized: Automatic
Additional events to activate synchronization
o Every time Policy is saved: Disabled
o On scheduled event: Disabled
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o Notification type: Popup Alert

3.12 ConnectControl

Server availability check interval (seconds): 20
Server check retries (times): 3

Persistent server timeout (seconds): 1800
Load agents ports: 18212

Load measurement intervals (seconds): 20

3.13 OSE Open Security Extension

Table 18. OSE Access List

Name Accepted Rule Order
Established TCP connections Yes First
RIP Yes First
Domain Name over UDP Yes First
Domain Name over TCP Yes First
ICMP requests Yes Before Last

3.14 Stateful Inspection

TCP start timeout (seconds): 25

TCP session timeout (seconds): 3600

TCP end timeout (seconds): 20

UDP virtual session timeout (seconds): 40

ICMP virtual session timeout (seconds): 30

Other IP protocols virtual session timeout (seconds): 60
Accept stateful UDP replies for unknown services: Enabled
Accept stateful ICMP replies: Enabled

Accept stateful errors: Enabled

Accept stateful other IP protocol replies for unknown services: Disabled
Drop out of state TCP packets: Enabled

Drop out of state UDP packets: Enabled

o Log on drop: Disabled

e Drop out of state ICMP packets: Enabled

o Log on drop: Enabled

OV

15 Log and Alert

Track Options
e VPN successful key exchange: Log
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VPN packet handling errors: Log

VPN configuration and key exchange errors: Log

IP options drop: None

Administrative notifications: Log

SLA violation: None

Connection matched by SAM: Popup Alert
Dynamic object resolution failure: None

Log every authenticated HTTP connection: Disabled
Log VoIP connection: Disabled

Log traffic: Log

Time Settings

Excessive log grace period (seconds): 62
SmartView Tracker resolving timeout (seconds): 20
Virtual link statistics logging interval (seconds): 60
Status fetching interval (seconds): 60

Alert Commands

Send popup alert to SmartView monitor: Enabled

Run popup alert script: Not Defined

Send mail alert to SmartView monitor: Disabled

Run mail alert script: internal_sendmail -s alert -t mailer root
Send SNMP trap alert to SmartView monitor: Disabled

Run SNMP trap alert script: internal_snmp_trap localhost
Send user defined alert 1 to SmartView monitor: Enabled
Run user defined alert 1 script: Not Defined

Send user defined alert 2 to SmartView monitor: Enabled
Run user defined alert 2 script: Not Defined

Send user defined alert 3 to SmartView monitor: Enabled
Run user defined alert 3 script: Not Defined

3.16 Reporting Tools

Track all rules: Disabled

3.17 OPSEC

Allow remote registration of OPSEC products: Enabled

3.18 SmartCenter Access

Lockout Administrator's account: Disabled
Enter session description upon logon to SmartCenter server: Disabled

Friday, April 18, 2008 10:58:38 AM



Configuration Report Friday, April 18, 2008 10:58:38 AM

3.19 Non Unique IP Address Ranges

e Non unique IP Address ranges:

First IP Last IP

10.0.0.0 10.255.255.255
172.16.0.0 172.31.255.255
192.168.0.0 192.168.255.255

3.20 SmartDashboard Customization

Create Check Point installed Gateways using: DEFAULT: Simple mode
Set default state in Policy window for all modules to: Selected
Display rule tool tips: Enabled
Display rule name column: Enabled
Advanced Configuration Settings:
o SecuRemote/Secure Client
m  send_clear_traffic_between_encryption_domains: Disabled
m sdl_netlogon_timeout: 0
m add_radius_groups: Disabled
m IKE/IPSec settings:

o desktop_ike_p2_prop_size: small
force_udp_encapsulation_gw: Disabled
udp_encapsulation_by_gm_id: Enabled
om_extended_dhcp_params: Disabled
desktop_disable_MEP: Disabled
o VPN advanced properties

m VPN IKE properties

o ike_handle_initial_contact: Enabled

o ike_send_initial_contact: Disabled

o keep_IKE_SAs: Disabled

m Link selection

o resolve_interface_ranges_nated_gw: Disabled

o enable_if _resolving_third_party_clusters: Disabled

o use_on_demand_links: Disabled

o on_demand_metric_min: 50

m  Remote access VPN

o vpn_restrict_client_phase2_id: none

o ike_support_transport_mode: Enabled

o ie_proxy_replacement: Disabled

o ie_proxy_replacement_limit_to_tcpt: Enabled

m  Tunnel management
o life_sign_timeout: 40
o life_sign_transmitter_interval: 10

O ooaog
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life_sign_retransmissions_count: 0
life_sign_retransmissions_interval: 10
cluster_status_polling_interval: 2
RIM_inject_peer_interfaces: Disabled

O oo

O

Certificates and PKI properties

]
]
]
]
]
]
]
]
]
]
]
]
F
]

cert_req_ext_key_usage: 0
flush_crl_cache_file_on_install: Disabled
flush_crl_cache_on_install: Enabled
host_certs_key_size: 1024
prefetch_crls_duration: 7200
prefetch_crls_on_install: Enabled
trust_all_capi_trusted_root_cas: Disabled
user_certs_key_size: 1024
warncertexpiry: 2592000
use_dkm_cert_by_default: Disabled
add_ip_alt_name_for_opsec_certs: Disabled
add_ip_alt_name_for_ICA_certs: Enabled

ireWall-1

Web Security
o http_activate_ss_protections: Disabled
o HTTP protocol:

[l http_avoid_keep_alive: Disabled
http_connection_method_proxy: Disabled
http_connection_method_transparent: Enabled
http_failed_resolve_timeout: 900
http_connection_method_tunneling: Disabled
http_force_down_to_10: 0
http_handle_proxy_pw: Enabled
http_session_timeout: 300
http_use_host_h_as_dst: Disabled
http_use_cache_hdr: Enabled
URL:

[0 http_allow_double_slash: Disabled
[l http_enable_uri_queries: Enabled

[l http_use_default_schemes: Disabled
o Security:

[l enable_propfind_method: Disabled

[0 http_allow_content_disposition: Enabled

[l http_web_encoding: Enabled

(1 Content Security:

[l cvp_keep_alive: Enabled
http_allow_ranges: Enabled
http_block_java_allow_chunked: Disabled
http_cvp_allow_chunked: Disabled
http_disable_content_enc: Enabled
http_disable_content_type: Enabled

Ooooooooogdg

OooooOod
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[0 http_use_cvp_reply_safe: Disabled
[l http_weeding_allow_chunked: Disabled
o DNS:
[l http_dns_cache_timeout: 86400
[0 http_dont_dns_when_star_port: Disabled
[l http_enable_resolve_by_ip: Enabled
o Tuning:
http_buffers_size: 4096
sn_connect_timeout: 10
http_process_timeout: 43200
http_max_concurrent_connections: 1000
http_auto_calc_capacity_limits: Enabled
http_session_pool_size: 5000
[l http_report_pool_size: 500
m  Security Servers
o undo_msg: Disabled
o respawn_process_forever: Enabled
O respawn_process_interval: 3600
o SMTP Security Server
[0 mdqg_run_multi_threaded: Enabled
smtp_encoded_content_field: Disabled
smtp_enforce_hex_encoding: Enabled
smtp_exact_str_match: Disabled
smtp_force_no_uu_begin_after_decode: Enabled
smtp_force_no_uu_begin_before_decode: Enabled
smtp_force_no_uu_begin_in_prolog_epilog: Enabled
smtp_force_uu_syntax_check: Enabled
smtp_mail_encoding: Disabled
smtp_max_file_name_length: 512
smtp_max_global_headers_size: 32768
smtp_max_user_name_length: 400
smtp_rfc821: Enabled
smtp_rfc822: Enabled
smtp_strict_mime_header: Enabled
smtp_limit_content_buf_size: Enabled
smtp_force_sender_domain: Disabled
smtp_allow_extended_relay: Disabled
mdq_error_mail_send_body: Disabled
mdq_mx_ignore_nonauth_response: Disabled
o FTP Security Server
[0 new_ftp_interface: Disabled
[0 ftp_msg_max_lines: 100
o Telnet Security Server
[0 allow_all_options: Disabled
[l suppress_dont_echo: Disabled

Ooooogdgdg

Ooooooooooogooogogooogdg
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m  Authentication
O au_connect_timeout: 10
o add_nt_groups: Disabled
o RADIUS:
[J radius_retrant_num: 2
[J radius_retrant_timeout: 5
[J radius_user_timeout: 600
[J radius_connect_timeout: 120
[J radius_send_framed: Disabled
o SecurlD:
[J securid_timeout: 300
o Client authentication
[l automatically_open_ca_rules: Disabled
clauth_no_log_errors: Disabled
clauth_no_resolve: Disabled
clauth_tolower_users: Disabled
HTTP
[l ahttpclientd_redirected_url: Not Defined
hclient_enable_new_interface: Disabled
http_query_server_for_authorization: Disabled
http_use_fwnetso: Enabled
http_use_proxy_auth_for_other: Enabled
http_max_auth_redirect_num: 1000
http_allow_store_reply: Disabled
[0 http_skip_redirect_free: Enabled
o Session authentication
[J sn_connect_timeout: 10
[0 sn_timeout: 120
[l snauth_old_clients_message: Not Defined
[l snauth_protocol: Not Defined
m System
o stack_size: O
m Stateful Inspection
reject_x11_in_any: Enabled
o log_data_conns: Disabled
o enable_ip_options: Enabled
o conn_limit_reached_log: Enabled
O
O

[ Ry

Ooooogdgdg

O

conn_limit_notify_interval: 180
fw_clamp_tcp_mss: Disabled
= VoIP
o voip_allow_no_from: Disabled
m Resolver
o resolver_session_interval: 30
o resolver_ttl: 10
. NAT
o hide_max_high_port: 60000
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o hide_min_high_port: 10000

o hide_alloc_attempts: 50000
m  INSPECT Logs

o dynlog_exc_default_log_filter: Enabled

o dynlog_exc_default_should_report: Enabled
m  General

o rulebase_uids_in_log: Enabled
SmartCenter
m  EnableUserMonitoring: Enabled
m  EnableNewUserMonitoring: Enabled

Smartmap Customization

Following will be reported:

(e]

O O O O

Disconnected: Error

Disconnected Dynamic Address Module: Warning
Untrusted: Error

VPN-1 Pro/Express: Error

Problem in other products: Error
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Checkpt-NGX-R65

General Properties

Name: Checkpt-NGX-R65.

IP Address: 10.1.7.79.

Comments: Not Defined.

Secure Internal Communication, DN: cn=cp_mgmt,o=Checkpt-NGX-R65..wavwtw.
Version: 6.0

Type: Check Point Express

0S Info

o Name: Windows Server 2003.
Build: 3790.

Major Version: 5.

Minor Version: 2.

SP Major: 2.

SP Minor: 0.

o Version Level: Not Defined.

o O O O O

Certificates
e Certificates List is empty.
Products

e Configuring of the Web Server is disabled.
e Configuring of the Mail Server is disabled.
e Configuring of the DNS Server is disabled.

Interfaces
e There are no interfaces defined.

VPN
e Traditional mode configuration
General

o Support key exchange encryption methods: *NULL*

o Support data integrity methods: *NULL*

o Support authentication methods: *NULL*

Advanced

o Support Diffie-Hellman groups for IKE (phase 1) Security associations: *NULL*
Renegotiate IKE (phase 1) Security associations every DEFAULT: 1440 Minutes
Renegotiate IPsec (IKE phase 2) Security associations every DEFAULT: 3600 Seconds
Rekeying by Kilobytes: disabled

Support aggressive mode: Disabled

o O O O

Local Log Files
Log switch
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Log switch when file size is: disabled.
Schedule log switch to: disabled.

Disk space management

Measure free disk space in: mbytes.
Required Free Disk Space: disabled.

Alert when free disk space is below: 20 MBytes.
Alert Type: Popup Alert.

Stop logging when free disk space is below: disabled.

Reject all connections when logs are not saved: No.

Additional Logging Configuration

Log forwarding settings

Forward log files to SmartCenter Server: disabled.
Perform Log switch before log forwarding: No.

Advanced Settings

Update Account Log every: 3600.

Turn on QoS Logging: Yes.

Detect new Citrix ICA application names: No.
Accept Syslog messages: No.

Last Modified

Time: Tue Jul 31 18:28:05 2007.
User: VPN-1 Power/UTM Management Server.
Host: Checkpt-NGX-R65.

Friday, April 18, 2008 10:58:38 AM
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