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NTFS Permissions.
Table 1. BSP/BIGMOUNTAIN > ADMIN$

Account Permission AppliesTo Inherited From
BUILTIN\Administrators (alias) Allow - Main(Full). Subfolders and files only

BUILTIN\Administrators (alias) Allow - Main(Full). This folder only

BUILTIN\Server Operators (alias) Allow - Main(Change). This folder only

BUILTIN\Server Operators (alias) Allow - Main(Modify). Subfolders and files only

CREATOR OWNER (well-known group) Allow - Main(Full). Subfolders and files only

NT AUTHORITY\Authenticated Users (well-known group) Allow - Main(Read & Execute). Subfolders and files only

NT AUTHORITY\Authenticated Users (well-known group) Allow - Main(Read). This folder only

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). Subfolders and files only

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). This folder only

Powered by Ecora Auditor Professional 4.5 - Windows Module 4.5.8010.20310 Page 1 of 11



Fact-Finding Report

Table 2. BSP/BIGMOUNTAIN > BSP-Shares

Account

BSP\DB2ADMNS (alias)

BSP\Domain Admins (group)

BSP\Engineering (group)

BSP\IUSR_BIGMOUNTAIN (user)

NT AUTHORITY\Authenticated Users (well-known group)

Table 3. BSP/BIGMOUNTAIN > C$
Account

BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)
BUILTIN\Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)
Everyone (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Table 4. BSP/BIGMOUNTAIN > D$
Account

Everyone (well-known group)

Table 5. BSP/BIGMOUNTAIN > NETLOGON
Account

BUILTIN\Administrators (alias)

BUILTIN\Administrators (alias)

BUILTIN\Server Operators (alias)

BUILTIN\Server Operators (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
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Permission

Allow - Main(Read & Execute).

Allow - Main(Full).

Allow - Main(List).

Allow - Special(List Folder/Read Data,Read Permissions).
Allow - Main(Read & Execute).

Permission

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Read & Execute).

Allow - Main(Read).

Allow - Special(Create Files/Write Data).
Allow - Special(Create Folders/Append Data).
Allow - Main(Full).

Allow - Main(Read).

Allow - Main(Full).

Allow - Main(Full).

AppliesTo
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Inherited From

This folder, subfolders and files
This folder, subfolders and files

This folder and subfolders

This folder, subfolders and files
This folder, subfolders and files

AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders only

This folder and subfolders
Subfolders and files only
This folder only
Subfolders and files only
This folder only

Permission AppliesTo
Allow - Main(Full). This folder, subfolders and files
Permission AppliesTo

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Read & Execute).

Allow - Main(Read); Special(Traverse Directory/Execute File).
Allow - Main(Full).

Allow - Main(Read & Execute).

Allow - Main(Read); Special(Traverse Directory/Execute File).
Allow - Main(Full).

Allow - Main(Full).

Subfolders and files only

This folder only

Subfolders and files only

This folder only

Subfolders and files only
Subfolders and files only

This folder only

Subfolders and files only

This folder only

Inherited From

Inherited From

Inherited From

D:\WINNT\SYSVOL\
D:\WINNT\SYSVOL\
D:\WINNT\SYSVOL\
D:\WINNT\SYSVOL\
D:\WINNT\SYSVOL\
D:\WINNT\SYSVOL\
D:\WINNT\SYSVOL\
D:\WINNT\SYSVOL\
D:\WINNT\SYSVOL\
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Table 6. BSP/BIGMOUNTAIN > Push

Account Permission AppliesTo Inherited From

Everyone (well-known group) Allow - Main(Full). This folder, subfolders and files D:\

Table 7. BSP/BIGMOUNTAIN > REPL$

Account Permission AppliesTo Inherited From
BUILTIN\Administrators (alias) Allow - Main(Full). This folder only

BUILTIN\Administrators (alias) Allow - Main(Full). This folder, subfolders and files

BUILTIN\Replicator (alias) Allow - Main(Modify). This folder, subfolders and files

BUILTIN\Server Operators (alias) Allow - Main(Modify). This folder, subfolders and files

CREATOR OWNER (well-known group) Allow - Main(Full). Subfolders and files only

Everyone (well-known group) Allow - Main(Read & Execute). This folder, subfolders and files

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). This folder, subfolders and files

Table 8. BSP/BIGMOUNTAIN > SYSVOL

Account Permission AppliesTo Inherited From
BUILTIN\Administrators (alias) Allow - Main(Full). Subfolders and files only D:\WINNT\SYSVOL\
BUILTIN\Administrators (alias) Allow - Main(Full). This folder only D:\WINNT\SYSVOL\
BUILTIN\Server Operators (alias) Allow - Main(Read & Execute). Subfolders and files only D:\WINNT\SYSVOL\
BUILTIN\Server Operators (alias) Allow - Main(Read); Special(Traverse Directory/Execute File). This folder only D:\WINNT\SYSVOL\
CREATOR OWNER (well-known group) Allow - Main(Full). Subfolders and files only D:\WINNT\SYSVOL\
NT AUTHORITY\Authenticated Users (well-known group) Allow - Main(Read & Execute). Subfolders and files only D:\WINNT\SYSVOL\
NT AUTHORITY\Authenticated Users (well-known group) Allow - Main(Read); Special(Traverse Directory/Execute File). This folder only D:\WINNT\SYSVOL\
NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). Subfolders and files only D:\WINNT\SYSVOL\
NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). This folder only D:\WINNT\SYSVOL\
Table 9. BSP/BIGMOUNTAIN > TestDTD

Account Permission AppliesTo Inherited From

Everyone (well-known group) Allow - Main(Full). Subfolders and files only Parent Object

Everyone (well-known group) Allow - Main(Full). This folder only Parent Object

Table 10. BSP/CHEYENNE > ADMIN$

Account Permission AppliesTo Inherited From
BUILTIN\Administrators (alias) Allow - Main(Full). Subfolders and files only

BUILTIN\Administrators (alias) Allow - Main(Full). This folder only

BUILTIN\Power Users (alias) Allow - Main(Change). This folder only
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Account

BUILTIN\Power Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Permission
Allow - Main(Modify).

Allow - Main(Read & Execute).

Allow - Main(Read).
Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Full).

AppliesTo

Subfolders and files only
Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only

Table 11. BSP/CHEYENNE > AgntInstall
Account

BSP\bbartlett (user)
BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)
BUILTIN\Power Users (alias)

BUILTIN\Power Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\TERMINAL SERVER USER (well-known group)
NT AUTHORITY\TERMINAL SERVER USER (well-known group)

Table 12. BSP/CHEYENNE > C$

Account

BSP\bbartlett (user)

BSP\Domain Admins (group)

BUILTIN\Administrators (alias)

Everyone (well-known group)

NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Table 13. BSP/CHEYENNE > CHEY_Standalone

Permission

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Modify).

Allow - Main(Modify).

Allow - Main(Read & Execute).
Allow - Main(Read); Special(Traverse Directory/Execute File).
Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Modify).

Allow - Main(Modify).

Permission AppliesTo

Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Full).

AppliesTo

This folder, subfolders and files

Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only
Subfolders and files only
This folder only

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Allow - Main(Read). This folder only

Allow - Main(Read & Execute).
Allow - Main(Full).

This folder, subfolders and files
This folder, subfolders and files
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Inherited From

Inherited From

C:\Program Files\Ecora\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\

Inherited From

Account Permission AppliesTo Inherited From

BSP\bill (user) Allow - Main(List).
BSP\Debbie (user) Allow - Main(Read).

This folder and subfolders
This folder, subfolders and files

Powered by Ecora Auditor Professional 4.5 - Windows Module 4.5.8010.20310 Page 4 of 11



Fact-Finding Report Friday, January 11, 2008 3:02:07 PM

Account Permission AppliesTo Inherited From

Allow - Main(Read & Execute).
Allow - Main(Full).
Allow - Main(Full).
Allow - Main(List).

BSP\ekrasnov (user)

BSP\swlittlehale (user)

BUILTIN\Administrators (alias)
S-1-5-21-605122052-1104181356-311576647-22072

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder and subfolders

Table 14. BSP/CHEYENNE > Clients

Account

BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)
BUILTIN\Power Users (alias)

BUILTIN\Power Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Table 15. BSP/CHEYENNE > DB2views
Account

BSP\bbartlett (user)
BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)
BUILTIN\Power Users (alias)
BUILTIN\Power Users (alias)
BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)

Permission

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Modify).

Allow - Main(Modify).

Allow - Main(Read & Execute).

Allow - Main(Read); Special(Traverse Directory/Execute File).

Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Full).

Permission

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Modify).

Allow - Main(Modify).

Allow - Main(Read & Execute).

Allow - Main(Read); Special(Traverse Directory/Execute File).

Allow - Main(Full).

AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only

AppliesTo

This folder, subfolders and files

Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only

Inherited From

c:\winnt\system32\
c:\winnt\system32\
c:\winnt\system32\
c:\winnt\system32\
c:\winnt\system32\
c:\winnt\system32\
c:\winnt\system32\
c:\winnt\system32\
c:\winnt\system32\

Inherited From

C:\Program Files\Ecora\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\

Everyone (well-known group)

Everyone (well-known group)

NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\TERMINAL SERVER USER (well-known group)
NT AUTHORITY\TERMINAL SERVER USER (well-known group)

Allow - Main(Full).

Allow - Main(Read & Execute).
Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Modify).

Allow - Main(Modify).

This folder, subfolders and files
This folder, subfolders and files
Subfolders and files only

This folder only

Subfolders and files only

This folder only

C:\Program Files\Ecora\Auditor41\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
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Table 16. BSP/CHEYENNE > DFSShares

Account Permission AppliesTo Inherited From
BSP\bbartlett (user) Allow - Main(Full). This folder, subfolders and files C:\
BSP\Domain Admins (group) Allow - Main(Full). This folder, subfolders and files C:\
BUILTIN\Administrators (alias) Allow - Main(Full). This folder, subfolders and files C:\

NT AUTHORITY\Authenticated Users (well-known group) Allow - Main(Read & Execute). This folder, subfolders and files C:\

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). This folder, subfolders and files C:\

Table 17. BSP/CHEYENNE > DwnLds

Account Permission AppliesTo Inherited From
BSP\bbartlett (user) Allow - Main(Full). This folder, subfolders and files C:\
BSP\Domain Admins (group) Allow - Main(Full). This folder, subfolders and files C:\
BSP\Domain Users (group) Allow - Main(Read & Execute). This folder, subfolders and files

BUILTIN\Administrators (alias) Allow - Main(Full). This folder, subfolders and files C:\

NT AUTHORITY\Authenticated Users (well-known group) Allow - Main(Read & Execute). This folder, subfolders and files C:\

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). This folder, subfolders and files C:\

Table 18. BSP/CHEYENNE > DwnLds$

Account Permission AppliesTo Inherited From
BSP\bbartlett (user) Allow - Main(Full). This folder, subfolders and files c:\
BSP\Domain Admins (group) Allow - Main(Full). This folder, subfolders and files c:\
BSP\Domain Users (group) Allow - Main(Read & Execute). This folder, subfolders and files

BUILTIN\Administrators (alias) Allow - Main(Full). This folder, subfolders and files c:\

NT AUTHORITY\Authenticated Users (well-known group) Allow - Main(Read & Execute). This folder, subfolders and files c:\

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). This folder, subfolders and files c:\

Table 19. BSP/CHEYENNE > E$

Account Permission AppliesTo Inherited From
BUILTIN\Administrators (alias) Allow - Main(Full). This folder, subfolders and files

BUILTIN\Users (alias) Allow - Main(Read & Execute). This folder, subfolders and files

BUILTIN\Users (alias) Allow - Special(Create Files/Write Data). Subfolders only

BUILTIN\Users (alias) Allow - Special(Create Folders/Append Data). This folder and subfolders

CREATOR OWNER (well-known group) Allow - Main(Full). Subfolders and files only

Everyone (well-known group) Allow - Main(Read). This folder only

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full). This folder, subfolders and files
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Table 20. BSP/CHEYENNE > FDCC

Account

BSP\bbartlett (user)
BSP\bbartlett (user)
BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)
Everyone (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Table 21. BSP/CHEYENNE > LogoCert
Account

BSP\bbartlett (user)
BSP\bbartlett (user)
BSP\jmealey (user)
BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)

Permission

Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Read & Execute).
Allow - Main(Full).
Allow - Main(Full).

Permission

Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Modify).
Allow - Main(Full).
Allow - Main(Full).

AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
This folder only

Friday, January 11, 2008 3:02:07 PM

Inherited From

C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\

This folder, subfolders and files

Subfolders and files only
This folder only

AppliesTo

Subfolders and files only

This folder only

This folder, subfolders and files
Subfolders and files only

This folder only

C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\

Inherited From

C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\

C:\Documents and Settings\bbartlett\My Documents\

C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Allow - Main(Full).
Allow - Main(Full).

Subfolders and files only
This folder only

C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\

Table 22. BSP/CHEYENNE > OMB-XP
Account Permission AppliesTo

BSP\bbartlett (user) Allow - Main(Full).
BSP\bbartlett (user) Allow - Main(Full).
BUILTIN\Administrators (alias) Allow - Main(Full).
BUILTIN\Administrators (alias) Allow - Main(Full).
Everyone (well-known group) Allow - Main(Read & Execute).
NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full).
NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full).

Inherited From

C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\

Subfolders and files only

This folder only

Subfolders and files only

This folder only

This folder, subfolders and files
Subfolders and files only

This folder only

C:\Documents and Settings\bbartlett\
C:\Documents and Settings\bbartlett\

Table 23. BSP/CHEYENNE > print$
Account Permission AppliesTo

BUILTIN\Administrators (alias) Allow - Main(Full).
BUILTIN\Administrators (alias) Allow - Main(Full).
BUILTIN\Power Users (alias) Allow - Main(Modify).
BUILTIN\Power Users (alias) Allow - Main(Modify).

Inherited From

C:\WINNT\System32\
C:\WINNT\System32\
C:\WINNT\System32\
C:\WINNT\System32\

Subfolders and files only
This folder only
Subfolders and files only
This folder only
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Account
BUILTIN\Users (alias)

Permission

Allow

- Main(Read & Execute).

AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only
Subfolders and files only
This folder only

BUILTIN\Users (alias) Allow - Main(Read); Special(Traverse Directory/Execute File).
CREATOR OWNER (well-known group) Allow - Main(Full).

Everyone (well-known group) Allow - Main(Read & Execute).

Everyone (well-known group) Allow - Main(Read).

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full).

NT AUTHORITY\SYSTEM (well-known group) Allow - Main(Full).

Table 24. BSP/CHEYENNE > Public

Account Permission

BSP\bbartlett (user)
BSP\Brian (user)
BUILTIN\Administrators (alias)
Everyone (well-known group)

Table 25. BSP/CHEYENNE > RK$
Account

BUILTIN\Administrators (alias)

BUILTIN\Administrators (alias)

BUILTIN\Power Users (alias)

BUILTIN\Power Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\TERMINAL SERVER USER (well-known group)
NT AUTHORITY\TERMINAL SERVER USER (well-known group)
S-1-5-21-346178167-506158821-311576647-1602

Table 26. BSP/CHEYENNE > SQLSTDEdition
Account

BSP\bbartlett (user)

BSP\Domain Admins (group)

BSP\Domain Users (group)
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Allow - Main(Full).

Allow - Main(Modify).

Allow - Main(Full).

Allow - Main(Read & Execute).

Permission

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Modify).

Allow - Main(Modify).

Allow - Main(Read & Execute).

AppliesTo

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Allow - Main(Read); Special(Traverse Directory/Execute File).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Modify).

Allow - Main(Modify).

Allow - Main(Read & Execute).

Permission

Allow - Main(Full).
Allow - Main(Full).

Allow - Main(Read & Execute).

AppliesTo

AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only
Subfolders and files only
This folder only

Friday, January 11, 2008 3:02:07 PM

Inherited From

C:\WINNT\System32\
C:\WINNT\System32\
C:\WINNT\System32\

C:\WINNT\System32\
C:\WINNT\System32\

Inherited From

This folder, subfolders and files

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Inherited From

C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\

Inherited From

C:\
C:\

C:\Downloads\
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Account

BUILTIN\Administrators (alias)

Everyone (well-known group)

NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Table 27. BSP/CHEYENNE > TextPad4
Account

BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)
BUILTIN\Power Users (alias)

BUILTIN\Power Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)
Everyone (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\TERMINAL SERVER USER (well-known group)
NT AUTHORITY\TERMINAL SERVER USER (well-known group)

Table 28. BSP/CHEYENNE > this is a test root

Account

BSP\bbartlett (user)

BSP\Domain Admins (group)

BUILTIN\Administrators (alias)

NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Table 29. BSP/PITA1 > ADMIN$

Account

BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)
BUILTIN\Server Operators (alias)
BUILTIN\Server Operators (alias)
CREATOR OWNER (well-known group)
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Permission

Allow - Main(Full).
Allow - Main(Read & Execute).
Allow - Main(Read & Execute).
Allow - Main(Full).

Permission AppliesTo
Allow - Main(Full). Subfolders and files only
Allow - Main(Full). This folder only
Allow - Main(Modify). Subfolders and files only
Allow - Main(Modify). This folder only
Allow - Main(Read & Execute). Subfolders and files only
Allow - Main(Read); Special(Traverse Directory/Execute File). This folder only
Allow - Main(Full). Subfolders and files only
Allow - Main(Read & Execute). This folder, subfolders and files
Allow - Main(Full). Subfolders and files only
Allow - Main(Full). This folder only
Allow - Main(Modify). Subfolders and files only
Allow - Main(Modify). This folder only

Permission AppliesTo

Allow - Main(Full). This folder, subfolders and files

Allow - Main(Full). This folder, subfolders and files

Allow - Main(Full). This folder, subfolders and files

Allow - Main(Read & Execute). This folder, subfolders and files

Allow - Main(Full). This folder, subfolders and files

Permission AppliesTo

AppliesTo

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Change).
Allow - Main(Modify).
Allow - Main(Full).

Subfolders and files only
This folder only
This folder only
Subfolders and files only
Subfolders and files only

Friday, January 11, 2008 3:02:07 PM

Inherited From
C:\

C:\
C:\

Inherited From

C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\

C:\Program Files\
C:\Program Files\
C:\Program Files\
C:\Program Files\

Inherited From
C:\
C:\
C:\
C:\
C:\

Inherited From
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Account

NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

Table 30. BSP/PITA1 > C$
Account

BUILTIN\Administrators (alias)
BUILTIN\Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)
Everyone (well-known group)

NT AUTHORITY\SYSTEM (well-known group)

Table 31. BSP/PITA1 > ECORA
Account

BSP\DB2ADMNS (alias)
BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)
BUILTIN\Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\SYSTEM (well-known group)

Table 32. BSP/PITA1 > F$
Account

BSP\swlittlehale (user)
BUILTIN\Administrators (alias)
BUILTIN\Users (alias)

BUILTIN\Users (alias)

BUILTIN\Users (alias)

CREATOR OWNER (well-known group)
Everyone (well-known group)

Powered by Ecora Auditor Professional 4.5 - Windows Module 4.5.8010.20310

Permission

Allow - Main(Read & Execute).
Allow - Main(Read).

Allow - Main(Full).

Allow - Main(Full).

Permission

Allow - Main(Full).

Allow - Main(Read & Execute).

Allow - Special(Create Files/Write Data).

Allow - Special(Create Folders/Append Data).

Allow - Main(Full).
Allow - Main(Read).
Allow - Main(Full).

Permission

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Read & Execute).

Allow - Special(Create Files/Write Data).

Allow - Special(Create Folders/Append Data).

Allow - Main(Full).
Allow - Main(Full).

Permission

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Read & Execute).

Allow - Special(Create Files/Write Data).

Allow - Special(Create Folders/Append Data).

Allow - Main(Full).
Allow - Main(Read).

AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
This folder only

AppliesTo

This folder, subfolders and files
This folder, subfolders and files
Subfolders only

This folder and subfolders
Subfolders and files only

This folder only

This folder, subfolders and files

AppliesTo

This folder, subfolders and files
This folder only

This folder, subfolders and files
This folder, subfolders and files
This folder and subfolders

This folder and subfolders
Subfolders and files only

This folder, subfolders and files

AppliesTo

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
Subfolders only

This folder and subfolders
Subfolders and files only

This folder only

Friday, January 11, 2008 3:02:07 PM

Inherited From

Inherited From

Inherited From

C:\
C:\
C:\
C:\
C:\
C:\

Inherited From
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Permission Inherited From

Allow - Main(Full).

Account
NT AUTHORITY\SYSTEM (well-known group)

AppliesTo

This folder, subfolders and files

Table 33. BSP/PITA1 > NETLOGON
Account

BUILTIN\Administrators (alias)

BUILTIN\Administrators (alias)

BUILTIN\Server Operators (alias)

BUILTIN\Server Operators (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\SYSTEM (well-known group)

Table 34. BSP/PITA1 > SYSVOL
Account

BUILTIN\Administrators (alias)

BUILTIN\Administrators (alias)

BUILTIN\Server Operators (alias)

BUILTIN\Server Operators (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\Authenticated Users (well-known group)
NT AUTHORITY\SYSTEM (well-known group)

NT AUTHORITY\SYSTEM (well-known group)

Powered by Ecora Auditor Professional 4.5 - Windows Module 4.5.8010.20310

Permission
Allow - Main(Full).

Allow - Main(Full).
Allow - Main(Read & Execute).

Allow - Main(Read); Special(Traverse Directory/Execute File).

Allow - Main(Full).
Allow - Main(Read & Execute).

Allow - Main(Read); Special(Traverse Directory/Execute File).

Allow - Main(Full).
Allow - Main(Full).

Permission
Allow - Main(Full).

Allow - Main(Full).
Allow - Main(Read & Execute).

Allow - Main(Read); Special(Traverse Directory/Execute File).

Allow - Main(Full).
Allow - Main(Read & Execute).

Allow - Main(Read); Special(Traverse Directory/Execute File).

Allow - Main(Full).
Allow - Main(Full).

AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only
Subfolders and files only
This folder only

AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only
Subfolders and files only
This folder only

Inherited From

C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\

Inherited From

C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
C:\WINDOWS\SYSVOL\
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