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Copy of Share and NTFS Permissions on shared folders.

Period: Last 20 week(s)
Generated: Friday, January 11, 2008 2:36:22 PM
For: Brian bbartlett@ecora.com
By: Ecora Auditor Professional 4.5 - Windows Module 4.5.7346.18300
Using: FFR Definition 'Copy of Share and NTFS Permissions on shared folders.'

Description: A Fact-Finding report will show values greater than, less than, or unlike a threshold value you set. These reports are very surgical in their precision - you can pull precisely the
data you need, but they also offer a wealth of data through hundreds of built-in reports created by experts.

Copy of Share and NTFS Permissions on shared folders.
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Collected Not-Collected Legend

DEFAULT The value presented in the report was not directly reported by the target, but implied by the current value or lack of a value for the attribute
*UA* Unavailable attribute. The current configuration or version of target platform does not provide a value for this attribute. More detail in logs
*FC* Collection of value failed
*NS* Value not selected for collection

Server Share and NTFS Permissions

Table 1.

Share Name Share Permission NTFS Permission Account AppliesTo

*NS* *NS* *NS* *NS* *NS*

Table 2. LAB/AUDITORHOST

Share Name Share Permission NTFS Permission Account AppliesTo

ADMINS$ Allow - Main(Full). BUILTIN\Administrators (alias)

ADMINS$ Allow - Main(Read). BUILTIN\Users (alias) This folder only

ADMINS$ Allow - Main(Read & Execute). BUILTIN\Users (alias) Subfolders and files only
ADMIN$ Allow - Main(Modify). BUILTIN\Power Users (alias) Subfolders and files only
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Share Name

ADMIN$
ADMIN$
ADMIN$
ADMIN$
ADMIN$
ADMIN$
Cs

C$

C$

Cs

C$

C$

Cs

C$

IPC$

Share Permission

Allow - Main(Full).

Allow - Main(Full).

NTFS Permission

Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Full).
Allow - Main(Change).

Allow - Special(Create Folders/Append Data).
Allow - Special(Create Files/Write Data).
Allow - Main(Read).

Allow - Main(Read & Execute).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Workstation Share and NTFS Permissions

Table 3.
Share Name

Table 4. LAB/XPTARGET
Share Name

ADMIN$
ADMIN$
ADMIN$
ADMIN$
ADMIN$
ADMIN$
ADMIN$
ADMIN$
ADMIN$
ADMIN$

Share Permission

Share Permission
Allow - Main(Full).

NTFS Permission

NTFS Permission

Allow - Main(Read).

Allow - Main(Read & Execute).
Allow - Main(Modify).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Full).

Allow - Main(Change).
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Account

BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)
BUILTIN\Power Users (alias)
BUILTIN\Administrators (alias)
BUILTIN\Users (alias)

BUILTIN\Users (alias)

Everyone (well-known group)
BUILTIN\Users (alias)
BUILTIN\Administrators (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
BUILTIN\Administrators (alias)

Account

Account

BUILTIN\Administrators (alias)
BUILTIN\Users (alias)

BUILTIN\Users (alias)

BUILTIN\Power Users (alias)
BUILTIN\Administrators (alias)
BUILTIN\Administrators (alias)

CREATOR OWNER (well-known group)

NT AUTHORITY\SYSTEM (well-known group)
NT AUTHORITY\SYSTEM (well-known group)
BUILTIN\Power Users (alias)
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AppliesTo

Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only
This folder only

This folder and subfolders
Subfolders only

This folder only

This folder, subfolders and files
This folder, subfolders and files
Subfolders and files only

This folder, subfolders and files

AppliesTo

AppliesTo

This folder only
Subfolders and files only
Subfolders and files only
Subfolders and files only
This folder only
Subfolders and files only
Subfolders and files only
This folder only
This folder only
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Share Name Share Permission NTFS Permission Account AppliesTo

C$ Allow - Main(Full). BUILTIN\Administrators (alias)

C$ Allow - Special(Create Folders/Append Data). BUILTIN\Users (alias) This folder and subfolders

C$ Allow - Special(Create Files/Write Data). BUILTIN\Users (alias) Subfolders only

C$ Allow - Main(Read). Everyone (well-known group) This folder only

C$ Allow - Main(Read & Execute). BUILTIN\Users (alias) This folder, subfolders and files
C$ Allow - Main(Full). BUILTIN\Administrators (alias) This folder, subfolders and files
C$ Allow - Main(Full). CREATOR OWNER (well-known group) Subfolders and files only

C$ Allow - Main(Full). NT AUTHORITY\SYSTEM (well-known group) This folder, subfolders and files
IPC$ Allow - Main(Full). BUILTIN\Administrators (alias)

IPC$ *UA* *UA* *UA*
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